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The information in this document is deemed “Confidential Information as defined by the terms of your valid
master agreement or confidentiality agreement with Oracle (individually, an “Agreement”). In the absence
of an Agreement, you agree and acknowledge that your use of the document will be governed by the Terms
of Use located at: http://www.oracle.com/us/legal/terms/index.html. For purposes of the Terms of Use, the
information in this document shall be treated as “Content” (as defined in the Terms of Use). In addition to
the terms and conditions stated in the Agreement or Terms of Use (as applicable to you), you agree to the
following terms:

1.

Use of Confidential Information. You shall use this document only for the purpose of evaluating the
design or operating effectiveness of defined controls applicable to the relevant Oracle Cloud Services
specified in the document.

Disclaimer. While the document has been prepared by Oracle and its third party auditor using
commercially reasonable efforts to provide an accurate and comprehensive report, neither Oracle nor
the third party auditor is responsible for the applicability of the document to the needs of any person.
You are solely responsible for determining whether the information contained in the document is
applicable to your needs and any access, use or reliance on the information in the document is at your
sole risk and liability. As such, neither the information in the document nor Oracle’s action in allowing
access to the document should be considered a certification, representation, or warranty, express or
implied, of any kind.

You acknowledge that the audit services performed by the third party auditor do not constitute: (1) an
audit, review or examination of financial statements in accordance with generally accepted auditing
standards of the American Institute of Certified Public Accountants (“AICPA”) or the standards of the
Public Company Accounting Oversight Board (“PCAOB”); (2) an examination of prospective financial
statements in accordance with applicable professional standards; or (3) a review to detect fraud or
illegal acts. The audit services do not include any procedures to test compliance with the laws or
regulations of any jurisdiction.

This document is intended to provide for information sharing only and is not a commitment to deliver
any material, code, or functionality. Any dissemination or distribution of this document or the content
therein is strictly prohibited. Any information provided in this document is subject to change at any time
and should not be relied upon in making purchasing decisions. The development, release, and timing
of any features or functionality for Oracle’s products remain at Oracle’s sole discretion. You
acknowledge that you are not relying on the future availability of any future product or service of an
Oracle cloud service offering.

Release and Limitation of Liability. You hereby release Oracle and its third party auditor from any
and all claims or causes of action that you may have in connection with the document, your access to
the document, or the third party’s performance when conducting the audit. THE INFORMATION
PROVIDED IN THE DOCUMENT IS PROVIDED “AS IS” AND WITHOUT WARRANTY. NEITHER
ORACLE NOR ITS THIRD PARTY AUDITOR WILL BE LIABLE FOR ANY INDIRECT, INCIDENTAL,
SPECIAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES, OR ANY LOSS OF PROFITS, REVENUE,
DATA, OR DATA USE ARISING FROM CLAIMS ARISING FROM OR RELATED TO THE
DOCUMENT.

Third Party Beneficiary. The parties agree that Oracle’s third party auditor is made a third party
beneficiary of the Agreement or Terms of Use (as applicable).
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SECTION | - ORACLE’S FUSION CLOUD SERVICES SYSTEM AND
FUSION GOVERNMENT CLOUD SERVICES SYSTEM
MANAGEMENT ASSERTION

We have prepared the description of Oracle’s system entitled, “Oracle Fusion Cloud Services System
and Fusion Government Cloud Services System” (Description) for processing user entities’ transactions
throughout the period April 1, 2019 to September 30, 2019 for user entities of the system during some
or all of the period April 1, 2019 to September 30, 2019, and their auditors who audit and report on such
user entities’ financial statements or internal control over financial reporting and have a sufficient
understanding to consider the Description, along with other information, including information about
controls implemented by subservice organizations and user entities of the system themselves, when
assessing the risks of material misstatements of user entities’ financial statements.

Oracle uses Ascenty, Cyxtera, Digital Realty, Equinix, Etisalat, Fujitsu, Interxion, Oracle, QTS, and
Rogers (subservice organizations) to provide physical security and environmental safeguards. The
Description includes only the control objectives and related controls of Oracle and excludes the control
objectives and related controls of the subservice organizations. The Description also indicates that
certain control objectives specified in the Description can be achieved only if complementary subservice
organization controls assumed in the design of our controls are suitably designed and operating
effectively, along with the related controls. The Description does not extend to controls of the subservice
organizations.

The Description indicates that certain control objectives specified in the Description can be achieved
only if complementary user entity controls assumed in the design of Oracle’s controls are suitably
designed and operating effectively, along with related controls at the service organization. The
Description does not extend to controls of the user entities.

We confirm, to the best of our knowledge and belief, that:

a. The Description fairly presents the Oracle Fusion Cloud Services System and Fusion
Government Cloud Services System (System) made available to user entities of the System
during some or all of the period April 1, 2019 to September 30, 2019 for processing user entities’
transactions as it relates to controls that are likely relevant to user entities’ internal control over
financial reporting. The criteria we used in making this assertion were that the Description:

(1) Presents how the System made available to user entities of the system was designed and
implemented, including, if applicable:
e The types of services provided.

e The procedures, within both automated and manual systems, by which those services
are provided for user entities of the System.

e The information used in the performance of the procedures and supporting information;
this includes the correction of incorrect information and how information is transferred
to the reports prepared for user entities.

e How the System captures and addresses significant events and conditions.
e The process used to prepare reports and other information for user entities.

e Services performed by a subservice organization, if any, including whether the carve-
out method or the inclusive method has been used in relation to them.
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e The specified control objectives and controls designed to achieve those objectives,
including, as applicable, complementary user entity controls and complementary
subservice organization controls assumed in the design of the service organization’s
controls.

e Other aspects of our control environment, risk assessment process, information and
communication systems (including the related business processes), control activities,
and monitoring activities that are relevant to the services provided.

(2) Includes relevant details of changes to the System during the period covered by the
Description.

(3) Does not omit or distort information relevant to the System, while acknowledging that the
Description is prepared to meet the common needs of a broad range of user entities of the
System and their user auditors, and may not, therefore, include every aspect of the System
that each individual user entity of the System and its user auditor may consider important
in the user entity’s own particular environment.

b. The controls related to the control objectives stated in the Description were suitably designed
and operated effectively throughout the period April 1, 2019 to September 30, 2019 to achieve
those control objectives, if subservice organizations applied the complementary subservice
organization controls and user entities applied the complementary user entity controls assumed
in the design of Oracle’s controls throughout the period April 1, 2019 to September 30, 2019.
The criteria we used in making this assertion were that

(1) The risks that threaten the achievement of the control objectives stated in the Description
have been identified by management of the service organization.

(2) The controls identified in the Description would, if operating as described, provide
reasonable assurance that those risks would not prevent the control objectives stated in
the Description from being achieved; and

(3) The controls were consistently applied as designed, including whether manual controls
were applied by individuals who have the appropriate competence and authority.

ORACLE
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SECTION Il - INDEPENDENT SERVICE AUDITOR’S
ASSURANCE REPORT

To the Management of Oracle America’s Inc.

Scope

We have examined Oracle's description entitled Oracle Fusion Cloud Services System and Fusion
Government Cloud Services System (Description) throughout the period April 1, 2019 to September
30, 2019 of its Oracle Fusion Cloud Services System and Fusion Government Cloud Services System
(System) for processing user entities' transactions and the suitability of the design and operating
effectiveness of controls described therein to achieve the related control objectives stated in the
Description (Control Objectives), based on the criteria identified in Oracle Fusion Cloud Services and
Fusion Government Cloud Services System Management Assertion (Assertion). The Control
Objectives and controls included in the Description are those that management of Oracle believes are
likely to be relevant to user entities' internal control over financial reporting, and the Description
does not include those aspects of the System that are not likely to be relevant to user entities' internal
control over financial reporting.

The Description indicates that certain Control Objectives can be achieved only if complementary user
entity controls assumed in the design of Oracle's controls are suitably designed and operating
effectively, along with related controls at the service organization. Our examination did not extend
to such complementary user entity controls, and we have not evaluated the suitability of the design
or operating effectiveness of such complementary user entity controls.

Oracle uses Ascenty, Cyxtera, Digital Realty, Equinix, Etisalat, Fujitsu, Interxion, Oracle, QTS, and
Rogers (subservice organizations) to provide physical security and environmental safeguards. The
Description includes only the Control Objectives and related controls of Oracle and excludes the
control objectives and related controls of the subservice organizations. The description also indicates
that certain Control Objectives specified by Oracle can be achieved only if complementary subservice
organization controls assumed in the design of Oracle’s controls are suitably designed and operating
effectively, along with the related controls at Oracle . Our examination did not extend to such
complementary controls of the subservice organizations, and we have not evaluated the suitability
of the design or operating effectiveness of such complementary subservice organization controls.

Oracle’s responsibilities

Oracle has provided the accompanying assertion titled, Oracle Fusion Cloud Services System and
Fusion Government Cloud Services System Management Assertion (Assertion) about the fairness of
the presentation of the Description and suitability of the design and operating effectiveness of the
controls described therein to achieve the related Control Objectives. Oracle is responsible for
preparing the Description and Assertion, including the completeness, accuracy, and method of
presentation of the Description and Assertion, providing the services covered by the Description,
specifying the Control Objectives and stating them in the Description, identifying the risks that
threaten the achievement of the Control Objectives, selecting the criteria stated in the Assertion,
and designing, implementing, and documenting controls that are suitably designed and operating
effectively to achieve the related Control Objectives.
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Service auditor’s responsibilities

Our responsibility is to express an opinion on the fairness of the presentation of the Description and
on the suitability of the design and operating effectiveness of the controls described therein to
achieve the related Control Objectives, based on our examination. Our examination was conducted
in accordance with attestation standards established by the American Institute of Certified Public
Accountants (AICPA). Our examination was also performed in accordance with International
Standard on Assurance Engagements 3402, Assurance Reports on Controls at a Service
Organization, issued by the International Auditing and Assurance Standards Board. Those standards
require that we plan and perform our examination to obtain reasonable assurance about whether, in
all material respects, based on the criteria in management's Assertion, the Description is fairly
presented and the controls were suitably designed and operating effectively to achieve the related
Control Objectives throughout the period April 1, 2019 to September 30, 2019. We believe that the
evidence we have obtained is sufficient and appropriate to provide a reasonable basis for our opinion.

An examination of a description of a service organization's system and the suitability of the design
and operating effectiveness of controls involves:

e Performing procedures to obtain evidence about the fairness of the presentation of the
Description and the suitability of the design and operating effectiveness of the controls to
achieve the related Control Objectives, based on the criteria in management’s Assertion.

e Assessing the risks that the Description is not fairly presented and that the controls were not
suitably designed or operating effectively to achieve the related Control Objectives.

e Testing the operating effectiveness of those controls that management considers necessary
to provide reasonable assurance that the related Control Objectives were achieved.

e Evaluating the overall presentation of the Description, the suitability of the Control
Objectives, and the suitability of the criteria specified by the service organization in the
Assertion.

Service auditor’s independence and quality control

We have complied with the independence and other ethical requirements set forth in the Preface:
Applicable to All Members and Part 1 -Members in Public Practice of the Code of Professional Conduct
established by the AICPA and applied the AICPA's Statements on Quality Control Standards.

Inherent limitations

The Description is prepared to meet the common needs of a broad range of user entities and their
auditors who audit and report on user entities' financial statements and may not, therefore, include
every aspect of the System that each individual user entity may consider important in its own
particular environment. Because of their nature, controls at a service organization may not prevent,
or detect and correct, all misstatements in processing or reporting transactions. Also, the projection
to the future of any evaluation of the fairness of the presentation of the Description, or conclusions
about the suitability of the design or operating effectiveness of the controls to achieve the related
Control Objectives, is subject to the risk that controls at a service organization may become
ineffective.
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Description of tests of controls

The specific controls tested and the nature, timing, and results of those tests are listed in the
accompanying Oracle Fusion Cloud Services System and Fusion Government Cloud Services System
Control Objectives, Controls, Test Procedures and Results of Testing (Description of Tests and
Results).

Opinion

In our opinion, in all material respects, based on the criteria described in Oracle’s Assertion:

a. The Description fairly presents the System that was designed and implemented throughout
the period April 1, 2019 to September 30, 2019.

b. The controls related to the Control Objectives were suitably designed to provide reasonable
assurance that the Control Objectives would be achieved if the controls operated effectively
throughout the period April 1, 2019 to September 30, 2019 and if subservice organizations
and user entities applied the complementary controls assumed in the design of Oracle's
controls throughout the period April 1, 2019 to September 30, 2019.

c. The controls operated effectively to provide reasonable assurance that the Control
Objectives were achieved throughout the period April 1, 2019 to September 30, 2019 if
complementary subservice organization and user entity controls assumed in the design of
Oracle's controls operated effectively throughout the period April 1, 2019 to September 30,
20109.

Restricted use

This report, including the description of tests of controls and results thereof in the Description of
Tests and Results, is intended solely for the information and use of management of Oracle, user
entities of Oracle's System during some or all of the period April 1, 2019 to September 30, 2019,
and their auditors who audit and report on such user entities’ financial statements or internal control
over financial reporting and have a sufficient understanding to consider it, along with other
information, including information about controls implemented by user entities themselves, when
assessing the risks of material misstatements of user entities’ financial statements. This report is not
intended to be, and should not be, used by anyone other than these specified parties.

Gt ¥ LLP

November 14, 2019
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SECTION Iil - DESCRIPTION OF ORACLE’S FUSION CLOUD
SERVICES SYSTEM AND FUSION GOVERNMENT CLOUD SERVICES
SYSTEM

BACKGROUND

Oracle Corporation provides products and services that support all aspects of corporate information
technology (IT) environments—applications, platform and infrastructure. Oracle products are delivered to
more than 400,000 worldwide customers through a variety of flexible and interoperable IT deployment
models, including on-premise, cloud-based or hybrid, that enable customer choice and best meet their IT
needs.

The Oracle Cloud offerings provide a comprehensive and fully integrated stack of application, platform,
compute, storage and networking services in all three primary layers of the cloud: Software as a Service
(SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (laaS). Oracle provides cloud and
on-premise offerings worldwide to businesses of many sizes, government agencies, educational
institutions and resellers with a sales force positioned to offer the combinations that best suit a customer’s
needs.

Oracle’s comprehensive and fully integrated stack of Oracle Cloud SaaS, PaaS and laaS offerings
integrate the software, hardware and services on the customers’ behalf in IT environments that Oracle
deploy, support and manage for the customer. Oracle’s integrated Oracle Cloud offerings are designed
to be rapidly deployable to enable customers to have shorter time to innovation; easily maintainable to
reduce integration and testing work; connectable among differing deployment models to enable
interchangeability and extendibility between cloud and on-premise IT environments; compatible to easily
move workloads between on-premise IT environments and the Oracle Cloud; cost-effective by requiring
lower upfront customer investment; and secure, standards-based and reliable. Oracle is a leader in the
core technologies of cloud IT environments, including database and middleware software as well as
enterprise applications, virtualization, clustering, large-scale systems management and related
infrastructure. Oracle’s products and services are the building blocks of Oracle Cloud services, Oracle’s
partners’ cloud services and Oracle’s customers’ cloud IT environments.

In addition to providing a broad spectrum of cloud offerings, Oracle develops and sells applications,
platform and infrastructure products and services to customers worldwide for use in their global data
centers and on-premise IT environments. An important element of Oracle’s corporate strategy is to
continue investments in, and innovation with respect to, products and services that Oracle offers through
their cloud and on-premise software, hardware and services businesses. Oracle has an understanding
as to how applications, platform and infrastructure technologies interact and function with one another
within IT environments. Oracle focuses on development efforts on improving the performance, security,
operation and integration of these differing technologies to make them more cost-effective and easier to
deploy, manage and maintain for customers and to improve their computing performance. After the initial
purchase of Oracle products and services, customers can continue to benefit from research and
development efforts and deep IT expertise by purchasing and renewing Oracle support offerings for their
on-premise deployments, which may include product enhancements that Oracle periodically deliver to
products, and/or by renewing their SaaS, PaaS and laaS contracts.

ORACLE CONFIDENTIAL 8 of 69





ORACLE

DESCRIPTION OF SERVICES

Oracle’s Fusion Cloud Services and Fusion Government Cloud Services available to customers may
include the offerings described below. The actual services provided by Oracle depend on both the
contractual agreement and the services provisioned for each customer.

Oracle’s Fusion Cloud Services and Fusion Government Cloud Services were designed as open
standards-based business applications, making them highly adaptable. The standards-based technology
enables businesses to respond effectively to change with flexible, modular, user-driven business software
that is powered by business capabilities built on open standards. The following Fusion Cloud Services
and Fusion Government Cloud Services applications include:

e Oracle Fusion Enterprise Resource Planning (ERP)
e Oracle Fusion Human Capital Management (HCM)
e Oracle Fusion Supply Chain Management (SCM)

e Oracle Fusion Engagement Cloud

¢ Oracle Fusion Higher Education

Oracle Fusion Enterprise Resource Planning

Oracle Enterprise Resource Planning (ERP) uses Oracle’s Fusion open standards-based technology for
financials, procurement, project portfolio management, and related functionality. The ERP Cloud solution
includes the following modules:

Financials

e Ledger and Analytics — Allows customers to analyze account balances, address concerns with
mobile capabilities, improve financial visibility, and monitor account balances as well as view
them from different perspectives.

e Payables and Assets - Allows customers to control supplier balances, invoices, and payments;
track and account for fixed assets; and manage bank accounts, cash positions, and cash
forecasts.

e Revenue Management - Allows customers to create contracts and performance obligations
based on configurable rules, automatically allocate revenue across performance obligations,
recognize revenue for performance obligations at a point in time or over time, and accrue
liabilities and assets for performance obligations valued at expected consideration.

e Receivables - Allows customers to manage customer data centrally, create customer invoices,
receive and apply customer payments, manage customer balances, and recognize revenue.

e Collections - Allow customers to be ranked uniquely with configurable scoring, leveraging
promise and payment capabilities while identifying and tracking bankrupt customers.

o Expenses - Allows customers to create and submit expense reports, enforce expense
management controls with approvals and audits, enter expenses, and improve business
processes with the integration to Project Financials and GetThere.

Accounting Hub

o Deliver Agile Accounting - Allows customers to create accounting subledgers for disparate and
disconnected transactional and general ledger systems, adapt accounting rules so transactions
comply with accounting policy changes, export accounting entries into any of the supported
Oracle general ledger formats, and expand reporting capabilities as business requirements
evolve.

¢ Maintain Control - Allows customers to centralize accounting rules for subledgers to ensure
accounting policies are consistently applied: automatically transform, account, and post to the
general ledger: and review and fix errors in Accounting Hub. Maintain control also supports the
setup, accounting, and posting of journal entries with security rules; enhances auditability with
centralized accounting: and streamlines reconciliations with supporting references that tie to
source systems.
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Ensure Complete Insight - Allows customers to bring together accounting for disparate systems
into a centrally-accessible source of truth, utilize reporting in the Financials Cloud
implementation, and drill down to subledger details.

Project Financial Management

Project Cost Control - Allows customers to simplify project planning, budgeting, and forecasting
as well as standardize, streamline, and control project costs by capturing information from
procurement, financials, time and labor, or external systems.

Project Billing and Contracts - Allows customers to bill project customers, comply with project
contract terms and conditions, and streamline project contract revenue recognition.

Grants Management - Allows customers to manage awards from funding to closeout, control cost
charges and prevent budget overspend, automatically apply and report on indirect costs, and
invoice sponsors or draw down letters of credit.

Analytics — Allows customers to receive project performance trends, access live project data,
promote collaboration with role-based dashboards, and guide user decisions with contextual
business intelligence.

Project Management

Project Management - Allows customers to enable teams to work together to plan and deliver
projects by leveraging built-in scheduling tools that integrate with Oracle Innovation Management
and Product Development.

Task Management - Allows customers to collaborate on project and non-project tasks in one
place, interact through task conversations, and annotate documents.

Resource Management - Allows customers to identify best-fit project resources with search tools,
track actionable performance metrics at every level, and gain insight into resource skills and
availability.

Analytics — Allows customers to receive project execution insight, access live project data with
business-user tools, and promote collaboration with role-based dashboards.

Procurement

Sourcing - Allows customers to improve requirements gathering, document sharing, and
negotiation effectiveness with sourcing teams and Oracle Social Network.

Contracting - Allows customers to enforce business policies using pre-approved clause libraries,
contract templates, and contract repositories that facilitate automated renewals as well as capture
amendments and addendums with a complete contract audit history. Contracting also identifies
deviations from standards, highlights contract risks, enforces document approvals, and captures
electronic signatures.

Procure to Pay - Allows customers to automate requisitions through invoice matching and
payment to ensure negotiated pricing and terms are automatically leveraged.

Supplier Management - Allows customers to qualify and assess suppliers to support supplier
programs, compliance, and negotiation award decisions as well as capture updates to supplier
information and respond when changes affect supplier qualifications, capabilities, or risk.

Risk Management

Automate Segregation of Duties and Role Design Analysis - Allows customers to automate
access and segregation of duties (SoD) controls, accelerate deployment of application security
using a prebuilt library of access and SoD controls based on industry best practices, and design
new access controls using a visual editor.

Protect Against Fraud, Error, and Policy Violations - Allows customers to continuously monitor
procure-to-pay and expense controls, configure prebuilt controls based on industry best
practices, and design new controls using over 1300 integrated ERP data elements and visual
editing.
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Streamline Internal Controls and Compliance Processes - Allows customers to establish and
update risk and controls matrices; control test plans and instructions; automate periodic or ad
hoc control testing (assessments), risk assessments, or surveys; and allow users to create issues
as part of the assessment flow, automatically notifying issue owners and approvers.

Integrated Management of Issues and Exceptions - Allows customers to assign owners to drive
analysis and investigation, improve business processes by identifying inefficiencies, and build an
audit trail by linking analysis and investigations of exceptions to documented business risks.

ERP Analytics

Executives - Allows customers to manage and assess the financial health of an organization by
gaining visibility into enterprise-wide spend and savings potential.

Managers — Allows customers to provide self-service reporting and built-in analytics solutions by
analyzing transaction-level data to understand the factors driving supplier performance and
procurement costs.

Operational Users — Allows customers to provide information in the context of financial
transactions by providing information on purchasing transactions.

Transactional Business Intelligence

Oracle Transactional Business Intelligence (OTBI) delivers a flexible and easy-to-use analysis
tool that helps HR analysts and managers gain real-time insight into transactional data,
understand data patterns, and receive alerts to key events and data anomalies. With robust ad-
hoc reporting, role-based dashboards, data visualization, and self-service information delivery,
OTBI puts reporting in the hands of business users.

ERP Cloud for Midsize

Ledger and Analytics - Allows customers to analyze account balances, monitor and address
concerns, and improve visibility with a collaborative close process.

Payables and Assets - Allows customers to control supplier balances, invoices, and payments;
track and account for fixed assets; and manage bank accounts, cash positions, and cash
forecasts.

Receivables - Allows customers to manage customer data centrally, create customer invoices,
receive and apply customer payments, manage customer balances, and recognize revenue.

Oracle Fusion Human Capital Management Cloud
Oracle Human Capital Management (HCM) Cloud uses Oracle’s Fusion open standards-based
technology to provide a set of integrated modules for human resources. These modules include:

Global Human Resources Cloud

Human Resources — Allows customers to hire, manage, and terminate workers; manage
employment, positions, and jobs; and provides employees with the ability to manage personal
information.

Workforce Directory — Allows customers to access information about their team(s) by viewing
public employee information.

Workforce Predictions — Allows customers to predict performance and attrition of individuals and
teams by using current and historical indicators through what-if scenarios.

Workforce Modeling — Allows customers to model business scenarios such as reorganizations,
acquisitions, and other organizational changes that impact the business as well as view the costs
and impact of employee job transfers and reorganizations before they happen.

Human Resources Help Desk — Allows customers to provide their employees with access to HR
services to resolve questions.

Advanced HCM Controls — Allows customers to automate security assessments for role design
as well as monitor privacy regulations using general data protection regulation (GDPR) and
separation of duties (SOD).
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Workforce Health and Safety Incidents — Allows customers to submit incident reports: capture
event information, provide responses, and manage incidents to closure.

Strategic Workforce Planning — Allows customers to model merges and acquisitions, re-
organizations, and new market entries as well as evaluate demand against supply of skills to
proactively plan for headcount, attrition, and costs.

Talent Management Cloud

Recruiting — Allows customers to provide for candidate-centric sourcing campaigns as well as
recruit, screen, interview, and generate offers.

Performance Management — Allows customers to support employees with setting and sharing
goals and tracking progress.

Career and Succession — Allows customers to track their employees’ interests, skills, and gaps,
and leverage system suggestions for the development of goals and career planning. Career and
Succession provides employees and managers with tools to look for new employee roles and
growth.

Learning — Allows customers to access just-in-time content embedded in the business processes;
connect and share content with peers or subordinates; and establish curriculum for mentoring
programs, rotational assignments, or other training programs based on company needs.

Workforce Rewards Cloud

Compensation - Allows customers to analyze, model, budget, and administer an unlimited
number of compensation plans.

Benefits - Allows customers to handle simple and complex benefit programs by presenting
employees with a simple user interface for making their benefits choices.

Payroll — Allows customers to provide for payroll administration through a core payroll engine,
dashboards and checklists, intuitive self-service, and organizations in various geographic
jurisdictions.

Sales Compensation - Allows customers to rollout new plan initiatives, leverage productivity tools,
and get relevant business insight by using sales data to determine the most favorable sales
activity and structure opportunities for maximum payout.

Workforce Management Cloud

Time and Labor - Allows customers to capture time worked by employees via time clock
integrations, online web clocks, timecards, calendar time entries, or mobile devices as well as
manage shifts, holiday schedules, and other company events that impact the availability of
workers.

Absence Management - Allows customers to define absence plans and entitlements and
configure workers’ eligibility for plans and entitlements using integrated HR criteria.

Project Portfolio Management - Allows customers to drive efficient project execution with intuitive
planning, collaboration, scheduling, and analysis capabilities.

Expense Management - Allows customers to gain insight into business travel expenses and
refine expense policies to control spending and prevent expense reimbursement fraud.

Policy Compliance - Allows customers to ensure travel expenses are properly monitored and
controlled.

Expenses - Allows customers to increase accuracy and reduce the time spent entering expenses
with a mobile, integrated, and end-to-end travel expense process.

Work Life Solutions Cloud

My Brand - Allows customers to measure an employee’s influence inside and outside the
organization to improve their personal brand and provide targeted recommendations to
employees regarding potential mentors.
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e My Wellness - Allows customers to set and track wellness activity, participate in friendly
competitions, and help employees connect with fitness groups inside the organization to achieve
their wellness goals.

e My Volunteering - Allows customers to attract new employees with a comprehensive volunteer
program by creating personalized volunteer recommendations based on an employee’s user
profile.

e My Competitions - Allows customers to utilize healthy competitions to fuel creativity and motivate
employees.
HCM Cloud for Midsize

e Core HR - Allows customers to hire, manage, and terminate workers according to legislation and
common global practices as well as manage employment, positions, and jobs, including global
assignments.

Oracle Fusion Supply Chain Management

Oracle Supply Chain Management (SCM) Cloud uses Oracle’s Fusion open standards-based technology
to provide supply chain organization functionality for product innovation, strategic material sourcing,
outsourced manufacturing, integrated logistics, omni-channel fulfilment, and integrated demand and
supply planning. The modules of SCM Cloud include:

Inventory Management

¢ End-to-End Material Flows — Allows customers to view the state of work execution across internal
and partner managed locations as well as integrate with trading partners, warehouse execution
systems, transportation, and global trade systems.

¢ Inventory Management - Allows customers to see a summary or detailed view of global inventory
positions while providing sub-inventory, locator, lot, and serial controls.

¢ Costing Innovations - Allows customers to alternate cost methods, currencies, and overheads as
well as calculate by organization, sub-inventory, locator, lot, grade, or serial number.

e Managing Costs - Allows customers to leverage standard cost, perpetual average, FIFO, and
actual as well as utilize the centralized dashboard to view pending tasks and exceptions to
analyze product costs and margins.

Logistics
e Transportation Planning - Allows customers to reduce costs by optimizing shipments across
modes of transportation and connecting logistics processes from end-to-end.

e Transportation Execution - Allows customers to consolidate and execute transportation orders
from multiple sources and manage the lifecycle of orders and shipments through automated
milestone monitoring.

Maintenance

e Work Definition - Allows customers to leverage intuitive, visual, and web-based interface tools to
build maintenance data and collaborate with colleagues through updates to work definitions using
Oracle Social Network.

o Work Execution - Allows customers to view status and take action to manage and complete work
orders and exceptions.

o Asset Definition - Allows customers to create an asset, define its parts list, specify its location,
and collaborate with colleagues about an asset using Oracle Social Network.

¢ Maintenance Costs - Allows customers to view cost by work order at a high level or in detail, as
well as determine cost variances.
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Manufacturing

Work Definition - Allows customers to use interface tools to build manufacturing plant data and
send automated item structure change notifications to manufacturing.

Work Execution - Allows customers to view production status and take action as well as manage
standard, rework, and transform work orders for both in-house and outside operations.

Real-Time Insights from the Connected Factory — Allows customers to perform production
monitoring for factories, products, and machines in addition to improving machine and factory
uptime with machine learning models.

Manufacturing Costs - Allows customers to plan and monitor manufacturing standard costs and
variances by plant. Additionally, customers are able to calculate material and resource costs
using various costing methods: standard, actual, FIFO, or even multiple simultaneous costing
methods.

Quality Management - Allows customers to connect product design standards and quality
specifications to define inspection plans and perform inspections at critical points throughout the
supply chain. Quality Management captures quality events in a centralized issue repository and
helps manage issues and corrective actions through their lifecycle by capturing approvals,
verifying the solution, and closing the incident.

Product Genealogy - Allows customers to collect the lot and serial transactions in the inventory
and manufacturing processes into product genealogy across organizations.

Electronic Signature and Records - Allows customers to capture electronic signatures at Good
Manufacturing Practices (GMP) critical points using a risk-based approach to determine the
transactions as well as send notifications to approvers via email or through the Oracle Cloud
application.

Order Management

Omnichannel Order to Cash Management - Allows customers to capture, configure, and price
orders; and consolidate quotes and orders from all channels and existing systems.

Order Promising and Supply Allocation - Allows customers to fulfill orders from the most profitable
source and utilize global inventory as well as in-transit and planned supply. Order Promising and
Supply Allocation allocates supply based on attributes of customer, order, or item.

Order Orchestration and Visibility - Allows customers to define and execute order fulfilment
processes for products as well as services on the same order and obtain updates on orders,
inventory, shipments, planned supply, and invoices.

Exception Resolution - Allows customers to keep tabs on fulfillment tasks, resolve issues, and
view and evaluate options before picking the best one.

Procurement

Sourcing - Allows customers to improve requirements gathering, document sharing, and
negotiation effectiveness with sourcing teams and Oracle Social Network.

Contracting - Allows customers to enforce business policies using pre-approved clause libraries,
contract templates, and contract repositories that facilitate automated renewals as well as capture
amendments and addendums with a complete contract audit history. Contracting also identifies
deviations from standards, highlights contract risks, enforces document approvals, and captures
electronic signatures.

Procure to Pay - Allows customers to automate requisition through invoice matching and payment
to ensure negotiated pricing and terms are automatically leveraged.

Supplier Management - Allows customers to qualify and assess suppliers to support supplier
programs, compliance, and negotiation award decisions to capture updates to supplier
information and proactively respond when changes affect supplier qualifications, capabilities, or
risk.
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Product Lifecycle Management

Innovation Management - Allows customers to capture, collaborate, and enrich ideas from
different sources; translate ideas into detailed requirements; and validate product concept
achievability against requirements, cost, and supply chain risk tolerance.

Product Development - Allows customers to create, classify, find, and reuse items and securely
manage and control the development product record.

Product Hub - Allows customers to accelerate manufacturing and supply chain readiness with
site-specific structures and operational attributes as well as enrich products with sales and
marketing attributes, cross-sell and up-sell relationships, and catalog categorizations.

Project Portfolio Management - Allows customers to enable teams to work together to plan and
deliver projects by leveraging intuitive and integrated scheduling tools with Oracle Innovation
Management and Product Development.

Quality Management - Allows customers to connect product design standards and quality
specifications to define inspection plans and perform inspections at critical points throughout the
supply chain.

Product Master Data Management

Data On-Boarding — Allows customer trading partners to take ownership of their product data and
keep their products and digital assets up to date.

Data Maintenance - Allows customers to create a product definition with unlimited attributes,
digital assets, relationships, structures, GTINs, and category assignments to maintain product
data for multiple contexts including geographies, channels, and target markets.

Data Stewardship and Governance - Allows customers to orchestrate product definitions across
multiple stakeholders and enforce change control, approvals routes, and revision maintenance
as well as collaborate on product data and files with embedded conversations that can be
reviewed, annotated, and shared.

Data Sharing - Allows customers to share product data in industry standard formats, including
.csv, xlIs, and .xml. as well as permit business users to control which product data entities get
published to which consuming systems.

Supply Chain Collaboration and Visibility

Supply Chain Planning and Collaboration - Allows customers to share order forecasts with
suppliers, review their changes, and manage the end-to-end process of negotiating supplier
commitments while enforcing service-level agreements for commitment horizons and cycle times.

Supply Chain Execution Collaboration - Allows customers to capture contract manufacturer
updates on production progress and exchange ecommerce messages throughout the order-to-
cash process.

Application and B2B Integration - Allows customers to integrate and automate business
processes across applications in addition to defining and connecting to communities of trading
partners through preconfigured communications channels.

Supply Chain Visibility - Allows customers to digitize the physical supply chain with loT Asset
Monitoring, loT Production Monitoring, and loT Fleet Monitoring.

Supply Chain Planning

Supply Chain Foundation - Allows customers to assess project demand, inventory, capacity, and
supply requirements; review changes; and plan deviations.

Demand - Allows customers to capture demand signals and transform them into business insights
by leveraging machine learning and statistical algorithms to forecast demand.

Synchronization - Allows customers to achieve cross-organizational plan consensus and review
financial, product, demand, and supply plan performance.

Adaptation - Allows customers to plan supply at multiple levels to prioritize issues and
opportunities as well as evaluate the impact of what-if changes to capacity, supply, and demand.
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In-Memory Cost Management Cloud

e Cost Change Simulation - Allows customers to simulate impact of cost changes for buy parts,
ingredients, resources, and overheads and rollup cost changes across the enterprise for deep
bills of materials, formulae, recipes, and sourcing rules. Cost Change Simulation can also
evaluate the impact from cost changes to on-hand, in-transit, job quantity, and their valuations.

e Gross Profit Analysis - Allows customers to assess gross margins and profits by similar
customers, product hierarchy, geographic regions, and more as well as compare simulated
versus actual margins and cost of goods sold related to different product designs in the context
of a region, season, or sales channel.

e Cost Comparison - Allows customers to view product cost comparisons at their deepest
granularity, identify cost outliers, and compare costs across organizations.

e Cost Planning - Allows customers to define cost-allocation scope, pool, and rules to accurately
calculate "should costs" and create cost plans for future periods to arrive at optimum cost
structures.

SCM Analytics

e Executives -Provide customers early visibility into order fulfilment, inventory, and costing; and
track and monitor the execution of ideas and inventions into offerings for customers.

e Managers - Allows customers to understand on-hand balances by organization or locator, detect
late shipments, identify improvements to ensure product availability, and diagnose bottlenecks.

e Operational Users — Allows customers to view the number of lines in fulfillment currently in
backlog and view the number of late and on-hold orders in the system.

Oracle Fusion Engagement Cloud (formerly Fusion CRM/Sales, which now includes Service)
Oracle Fusion Engagement Cloud is part of Oracle’s Fusion open standards-based technology.
Engagement Cloud provides a set of integrated customer relationship management modules for sales
and service professionals. These modules include:

Sales Force Automation

Provides a 360-customer view of accounts and contacts where sales reps can review and manage details
before meeting with their customer(s). Methods include performing key tasks from a mobile device,
conducting email campaigns, and managing activity via reports and centralized calendars. Other
capabilities include lead and opportunity management, sales catalog, and guided selling.

Sales Performance Management

Sales performance management tools include whitespace analysis, the ability to optimize sales coverage
with balanced territories by modeling sales territories, and evaluating the effectiveness of territories by
using what-if analysis capabilities. The tools support integrated territory management, quota
management, and incentive compensation provide capabilities for sales managers and leaders to perform
sales forecasting to monitor performance to plan, define key performance indicators (KPIs), and construct
leader boards and scorecards to recognize and reward sales performance.

Incentive Compensation

Oracle Incentive Compensation provides for sales performance management and leverages territory and
quota management. Incentive Compensation allows organizations to streamline the rollout of new plan
initiatives, provides productivity tools to reduce administrative costs, and presents relevant business
insights to drive sales performance.

Customer Data Management

A single source of customer data which is shared with customer purchased Fusion Cloud SaaS solutions.
This data includes managing accounts, contacts, and households. Customer data management uses a
data quality engine to consolidate high quality account and contact data from multiple sources, manage
duplicate data, enhance data with third-party content (as an add-on service), standardize addresses (as
an add-on service), and monitor data quality. These data quality checks ensure cleansed, enriched, and
complete customer information that can be trusted by the sales team.
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Service Management

The service management component that provides organizations with the ability to capture, view, assign,
update, share and respond to service-related issues (service requests) for accounts, contacts, and
partners. Embedded knowledge management enables users to search for relevant knowledge articles
based on the subject, product, and category of the service interaction.

Analytics
Analytics provides customers with the ability to select prebuilt and create new dashboards, track KPls,

and design mobile dashboards to focus on the most important deals and highlight trouble spots related
to sales and service. Customers can use Analytics to manage pipeline, sales forecasting, sales rep
activity, etc. as well as create reports from multiple sources to track customer touch points.

Partner Relationship Management

Allows channel organizations to recruit channel partners and sell products and services through them to
grow their business. Both channel organizations and partners use partner management to align their
businesses so they can more successfully close deals. Channel organizations may also use partner
management to analyze partner performance, thus optimizing their time and financial investments in their
partners. Channel managers have their own work area to manage Partners, Enroliments, Programs,
Marketing Development Funds (MDF), and Partner Announcements. Partner salespeople have their own
partner portal, where they can qualify leads, register opportunities, request MDF aid, and view
announcements from their channel organization.

Sales Contracts Management

Allows organizations to manage customer/sell-side contracts to help organizations standardize sales
contract policies, improve internal controls, and comply with contractual obligations and regulatory
requirements.

Oracle Loyalty Cloud

Offers a cross-channel loyalty solution that allows organizations to manage the complete loyalty program
lifecycle. Management can track, reward, and recognize customer behavior including repeat purchase of
products and services, referrals to friends and family, desirable social behavior, and doing business with
the partners of the loyalty program. Loyalty Cloud does not require purchasing Engagement Cloud but
utilizes many of the base Fusion customer management tables and offers modules to manage programs,
promotions, and membership. Additionally, the transaction engine can track each member’s activity as
a loyalty transaction based on type: Enrollment, Referral, Accrual, or Redemption.

Extensibility, Integration, and Platform-As-A-Service

Included in the standard Engagement Cloud and Loyalty Cloud application features such as Application
Composer, Page Composer, and Bl and process composers provide customers with the ability to tailor
all parts of the object model, business logic, and user interface.

Oracle’s Platform-as-a-Service (PaaS) allows developers to extend Oracle Engagement Cloud’s
capabilities by creating new features and applications in the cloud, including Oracle Cloud Marketplace
for third-party cloud developers.

Oracle offers prebuilt integrations between Oracle Engagement Cloud and Loyalty Cloud with other CX
cloud applications like Marketing and CPQ clouds.

Oracle Higher Education / Student Cloud

Oracle Higher Education - Student Cloud uses Oracle’s Fusion open standards-based technology and
provides a set of integrated modules to support traditional and non-traditional educational programs.
These modules include:

Oracle Student Management

Oracle Student Management provides institutions with the capability and flexibility to serve traditional as
well as non-traditional students while allowing them to take advantage of new Cloud deployment models
to lower expenses and reduce technical overhead. Oracle Student Management allows students to
create accounts, find learning opportunities using modern search paradigms, enroll, pay-as-they-go, view
courses, and manage their finances.
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Oracle Student Financial Planning

Oracle Student Financial Planning allows financial aid professionals to manage each student’s financial
plan individually, automatically, and in real time by providing visibility into a student’s entire program
including the ability to support students with better-informed financial decisions.

Oracle Student Recruiting

Oracle Student Recruiting allows university administrators to communicate and engage with prospective
students via a variety of channels and to target recruiter efforts at high-value, qualified prospects who will
be most likely to enroll and succeed at the institution.

Oracle Student Engagement

Oracle Student Engagement allows university administrators to manage highly personalized and targeted
multichannel communications to support student recruiting, student retention, and student success
initiatives; alumni and donor nurturing; and other outreach efforts to constituents across the full lifecycle.
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RELEVANT ASPECTS OF THE CONTROL ENVIRONMENT, RISK
ASSESSMENT, INFORMATION AND COMMUNICATION, AND
MONITORING

CONTROL ENVIRONMENT

The control environment sets the tone of an organization and influences the overall control awareness.
The control environment is embodied by the organization’s awareness of the need for controls and the
emphasis given to the appropriate controls through management’s actions supported by its policies,
procedures, and organizational structure. The primary elements of the control environment include
commitment to integrity and ethical values, oversight responsibility of the board of directors, assignment
of authority and responsibility, commitment to competence, and accountability.

Oracle is a control conscious organization and has designed controls into Oracle’s Fusion Cloud Services
System and Fusion Government Cloud Services System. Oracle has developed internal standard
operating procedures (SOPs) for its business. The SOPs describe the detailed activities and tasks
undertaken by Oracle personnel when delivering services to its customers. The SOPs act as part of the
control framework, but additionally provide direction for all activities performed. The SOPs are managed
centrally and are available to all relevant personnel through the Intranet. The control environment also
includes physical data centers used to house the computer systems of Oracle customers.

Policies and Standards

Oracle has developed internal policies that outline the corporate requirements and provide guidance
regarding the procedural operation for all aspects of the business including human resources, security,
change management, networks, incident management, etc. The policies are managed centrally and are
available to all personnel via the corporate intranet.

In addition to corporate policies, Oracle has further designed and implemented a set of specific standards
outlining detailed requirements for various processes undertaken and managed by Oracle personnel.
These policies and standards form part of the control framework and additionally provide direction for all
activities performed. The standards are managed centrally, reviewed at least annually and made
available to all relevant personnel through the company’s internal corporate network.

Commitment to Integrity and Ethical Values

Oracle has a reputation for secure and reliable product offerings and related services and has invested
a great deal of time and resources in protecting the integrity and security of products, services and the
internal and external data that is managed.

Oracle has a Compliance and Ethics Program that includes a Code of Ethics and Business Conduct (the
Code) that defines and implements the company’s core values. Core values include integrity, ethics,
compliance, mutual respect, teamwork, communication, innovation, customer satisfaction, quality, and
fairness. The Code, which applies to all Oracle entities, supplements and in many cases goes beyond
what is required to comply with laws and regulations. The Code applies to all personnel employed by or
engaged to provide services to Oracle, including, but not limited to, Oracle’s employees, officers,
temporary employees, workers (including agency workers), casual staff and independent contractors
(“employees”). Oracle also requires its partners to adhere to the Partner Code of Ethics and Business
Conduct and its suppliers to adhere to the Supplier Code of Ethics and Business Conduct.

The Global Anti-Corruption Policy and Business Courtesy Guidelines (ACP), which also applies to all
employees, supplements the Code. The Code and the ACP are posted on both internal and external
corporate websites.

Each new employee is required to complete and sign an employment agreement or equivalent and a
Proprietary Information Agreement, prior to or on the day of hire (or as otherwise required under
applicable law), in accordance with local procedures, laws and regulations. Additionally, all employees
are required to take an Ethics and Business Conduct training upon hire and every two years thereafter.
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A confidential ethics helpline has been established for Oracle employees and non-Oracle employees,
such as business partners, customers and other stakeholders, to field concerns, questions or to report
violations of the Code of Ethics and Business Conduct. The reporting site allows employees and non-
employees to report compliance and ethics situations confidentially and / or anonymously where allowed
by local law. A summary of items communicated via the ethics helpline are presented to the Finance and
Audit Committee with specific reference to those items, including fraud, impacting the financial
statements.

Oversight Responsibility of the Board of Directors

A corporate governance framework is in place at Oracle for continuity and quality monitoring of the control
environment. The control environment at Oracle originates with, and is the responsibility of, the Oracle
Board of Directors. The Board of Directors provides oversight of Oracle operations and activities including
oversight of the Finance and Audit Committee.

Legal reviews the profiles of Board members to ensure the board and committee members meet current
regulatory and internal requirements, including independence and expertise.

Oracle maintains and distributes externally on its website Corporate Governance Guidelines, and
charters for its Finance and Audit Committee, Independent Committee, Compensation Committee and
Nomination and Governance Committee.

Assignment of Authority and Responsibility

Executive management recognizes its responsibility for directing and controlling operations, managing
risks, and establishing, communicating and monitoring control policies and procedures. Management
recognizes its responsibility for establishing and maintaining sound internal control and promoting
integrity and ethical values to all personnel on a day-to-day basis. Management believes establishing a
relevant organizational structure includes considering key areas of authority and responsibility and lines
of reporting. Oracle has developed an organizational structure to meet its needs in support of the control
activities. Organizational charts are in place to communicate the defined key areas of authority,
responsibility and lines of reporting to personnel related to the design, development, implementation,
security, operation, maintenance, and monitoring of the system. The current management structure has
adequate diversification of responsibility across executive management to ensure no overriding influence
exists within the current reporting structure.

In addition, Oracle provides IT security oversight to identify and implement security controls and
processes in the IT control environment that are aligned with organizational objectives.

Oracle is supported by the following security groups that provide oversight of internal IT resources and
suppliers:

e Security Organization
The Chief Corporate Architect, who reports directly to the Executive Chairman & Chief
Technology Officer (CTO), manages the functional departments directly. The Global Information
Security, Global Product Security, Global Physical Security and Oracle Security Architecture
departments comprise Oracle Corporate Security, which provides independent security policy,
guidance and compliance oversight to Oracle worldwide.

e Oracle Security Oversight Committee (OSOC)
The OSOC oversees the implementation of Oracle-wide security programs, including security
policies and data privacy standards. The Committee is comprised of senior management from
Lines of Business and security organizations. OSOC meetings are held at least annually to
discuss and review security initiatives and directions.

e Oracle Global Information Security (GIS)
GIS is responsible for security oversight, compliance, enforcement, conducting information
security assessments, leading the development of information security policy and strategy, as
well as training and awareness at the corporate level. GIS security policies are available to
employees on the GIS Policy Portal. GIS also serves as the primary contact for security incident
response, providing overall direction for incident prevention, identification, investigation and
resolution.
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e Privacy and Security Legal
The Oracle Chief Privacy Officer and Oracle Legal Department, working in conjunction with
Oracle security organizations, develop and manage the implementation of and compliance with
Oracle Data Privacy Policies.

The security organizations are responsible for administering the following processes to assure that
security objectives are met:

e Corporate Security Solution Assurance Process
Oracle’s IT organizations, GIS group and the Corporate Security Architecture group have
developed a comprehensive information security management review process called the
Corporate Security Solution Assurance Process (CSSAP). CSSAP is endorsed by the OSOC.

CSSAP integrates three security review processes under a single process umbrella,
consistently and transparently addressing corporate security requirements throughout the
project life cycle.

e Corporate Security Architecture Review Board (CSARB) — The objective of CSARB is to
evaluate proposed corporate strategic projects and initiatives to help ensure alignment with
(i) Oracle Corporate Security Architecture strategy, direction and intent and (ii) Oracle
Corporate Security privacy and legal policies, procedures and standards

e Information Technology Security Technical Review (IT STR) — The objective of IT STR is
to evaluate new or changes to existing information technology projects and initiatives to
help ensure they comply with Oracle corporate security policies, IT security standards and
leading security practices.

e Security Assessment Service for CSSAP Continuity — The objective of the Security
Assessment Service is to validate that: (i) information security and legal controls are
implemented according to the specifications reviewed and approved at the CSARB and IT
STR, (ii) system or service meets compliance requirements with Corporate Security
Policies, GIT Security Standards, Global Product Security and Best Practices and (iii) all
security vulnerabilities identified are remediated.

Commitment to Competence

Oracle’s commitment to employee competence begins with formal hiring practices designed to ensure
that new employees are qualified for their job responsibilities which includes a robust background check.
Background checks are performed on candidates selected for hire in accordance with local laws and
regulations, and local Oracle policy.

New employees are supported by a new hire web site and orientation course. The orientations are
available via a number of formats. Depending on the location, it may be an on-line e-course, a live web
broadcast or during face-to-face inductions.

Ongoing training is available to all employees through a variety of courses delivered through web learning,
Oracle University and external courses. Training for each employee is tailored to support his or her job
role.

New employees are required to complete the Sexual Harassment Awareness, Ethics and Business
Conduct, Information Protection Awareness and the Anti-Corruption & Foreign Corrupt Practices Act
online e-courses. The HR Training Team runs exception reports monthly to identify any employees not
in compliance with the requirement for the Sexual Harassment Awareness, Ethics and Business Conduct,
Information Protection Awareness and Anti-Corruption & Foreign Corrupt Practices Act online e-courses
and follows up on deviations with the individuals by email. US based managers are required to complete
a two-hour web-based course on Preventing Workplace Harassment instead of the Sexual Harassment
Awareness online e-course. The HR Training Team runs exception reports to identify those managers
who have not completed this course and follows up on deviations with the individuals by email.
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All Oracle employees are required to complete Information Protection Awareness training every two
years. This training covers security obligations of users, corporate security policies and standards, and
the process for reporting security breaches. Employees are reminded of their training obligations via email
prior to the due date. The Human Resources (HR) Training Team runs exception reports monthly to
identify any employees not in compliance and follows up on deviations with the individuals by email.

Important security information is distributed to key Oracle employees through the Security Aware
newsletter. This newsletter is sent quarterly, at a minimum, to Information Security Managers (ISMs) who
make the information available to their teams. The content of this communication may include references
to new or changed security policies and is also used to emphasize important security matters.

In addition, Oracle conducts an annual appraisal and performance management process for all Oracle
employees. The performance management process defines not only what Oracle employees are
expected to do, but how work goals should be accomplished (competencies). It specifies what will be
measured and how each Oracle employee's work fits into the larger business context.

Accountability

Oracle’s commitment to an effective system of internal control begins with the Board of Directors and
Finance and Audit Committee. The primary function of the Finance and Audit Committee is to provide
advice with respect to the Corporation’s financial matters, to oversee the accounting and financial
reporting processes of the Corporation and the audits of the financial statements of the Corporation, to
assist the Board of Directors in fulfilling its oversight responsibilities regarding finance, accounting, tax
and legal compliance, and to evaluate merger and acquisition transactions and investment transactions
proposed by the Corporation’s management. The Finance and Audit Committee holds regular meetings
as necessary, but not less than quarterly, and special meetings as may be called by the Chairman of the
Committee.

RISK ASSESSMENT

Risk Identification

Management is responsible for identifying the risks that threaten achievement of the control objectives
stated in management’s description of the services organizations systems. Management has
implemented a process for identifying relevant risks, which includes estimating the significance of
identified risks, assessing the likelihood of their occurrence and deciding about actions to address them.
However, because control objectives relate to risk that controls seek to mitigate, management identified
control objectives when designing, implementing, and documenting their system.

Oracle establishes control objectives for management to identify potential events affecting their
achievement. Risk management has placed into operation a process to set objectives and that the chosen
objectives support and align with the organization’s mission and are consistent with its risk framework.
Objective setting enables management to identify measurement criteria for performance, with focus on
success factors.

Regardless of whether an objective is stated or implied, Oracle’s risk-assessment process considers risks
that may occur to help ensure it comprehensive. Oracle has evaluated significant interactions internally
as well as between itself and relevant external parties to identify the risks that could affect the
organization’s ability to provide reliable service to its customers.

Risk Factors
Management considers risks that can arise from both external and internal factors including the following:

External Factors

Technological developments;

Changing customer needs or expectations;

Business relationships with third-party vendors;

Competition that could alter marketing or service activities;

New legislation and regulation that could force changes in policies and strategies;
Natural catastrophes that could lead to changes in operations or information systems;
Economic changes that could have an impact on management decisions;

Evaluation of the internal controls implemented at the colocation facility vendors.
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Internal Factors
¢ Significant changes in policies, processes or personnel;
Types of fraud;
Fraud incentives and pressures for employees;
Fraud opportunities;
Employee attitudes and rationalizations for fraud;
A disruption in information systems processing;
The quality of personnel hired and methods of training utilized;
Use of contractors or other third parties;
Retention of qualified personnel;
Changes in management and personnel responsibilities.

Risk Analysis
Oracle’s methodology for analyzing risks varies, largely because many risks are difficult to quantify.
Nonetheless, the process includes:

¢ Estimating the significance of a risk;
¢ Assessing the likelihood (or frequency) of the risk occurring;

¢ Considering how the risk should be managed, including an assessment of what actions need to
be taken.

Risk analysis is an essential process to Oracle’s success. It includes identification of key business
processes where potential exposures of some consequence exist. Once the significance and likelihood
of risk have been assessed, management considers how the risk should be managed. This involves
judgment based on assumptions about the risk and reasonable analysis of the costs associated with
reducing the level of risk to an acceptable level. Necessary actions are then taken to reduce the
significance or likelihood of the risk occurring.

Oracle’s risk assessments take into account potential threat sources, vulnerabilities, and security controls
in place or planned to determine the resulting level of residual risk posed to organizational operations,
organizational assets or individuals based on the operation of the information system.

Along with assessing risks, management has identified and put into effect actions needed to address
those risks. In order to address risks, control objectives have been defined for each significant risk area.
Control activities are then defined to serve as mechanisms for managing the achievement of those
objectives and help ensure the actions associated with those risks are carried out properly and efficiently.

INFORMATION AND COMMUNICATION

Information

Information is necessary for Oracle and its customers to carry out internal control responsibilities to
support the achievement of its objectives related to Oracle’s Fusion Cloud Services System and Fusion
Government Cloud Services System. Management obtains or generates and uses relevant information
from both internal and external sources to support the functioning of internal control.

The following provides a summary of internal and external sources of information used in the Oracle’s
Fusion Cloud Services System and Fusion Government Cloud Services System:

e Oracle’s Fusion Cloud Services System and Fusion Government Cloud Services System web
applications provide the ability for customers to access reporting and make inquiries.

e The firewall systems are configured to log activity that includes source and destination IP
address, date and time, and incoming port to a centralized logging server.

e The Oracle Enterprise Manager (OEM) application is utilized to monitor operational performance
of production servers and network devices.
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e Oracle customers can access information online through My Oracle Support (MOS). MOS is
Oracle’s portal for technical support services. It is the primary means of logging an electronic
Service Requests (SR) and offers a variety of support services and information for Oracle
customers.

Communication

Oracle has implemented various methods of communication to provide employees the information they
require to understand their individual roles and responsibilities and understand the importance of
communicating significant. These methods include orientation for new employees, training for employees
and the use of e-mail messages to communicate time-sensitive information. Employees are encouraged
to communicate to their direct supervisor.

Oracle has also implemented various methods of communication to help provide assurance customers
understand the roles and responsibilities in communication of significant events. These methods include
regular meetings with representatives from customers, the use of e-mail messages and its customer
contact line to communicate time-sensitive information. The Oracle public website also outlines details of
the process for external users to inform Oracle of potential incidents relating to security and the availability
of the services.

If incidents are communicated, personnel follow the documented incident response plan. Formal
procedure changes are distributed to management before they are incorporated into the policy and
distributed to relevant parties. Incidents are documented within a ticketing system and tracked by
management until resolution.

MONITORING

Management performs monitoring activities to continuously assess the quality of internal control over
time. Monitoring activities are used to initiate corrective action through department meetings, customer
conference calls, and informal notifications. Management performs monitoring activities on a continuous
basis, and the necessary corrective actions are taken as required to update company policy and
procedures.

Monitoring can be done in two ways: through ongoing monitoring activities and separate evaluations.
Greater effectiveness of ongoing monitoring results in less need for separate evaluations. Management
determines the need for separate evaluations by considering the following: the nature and degree of
changes occurring and their associated risks, the competence and experience of the people
implementing the controls, and the results of the ongoing monitoring. Management has implemented a
combination of ongoing monitoring and separate evaluations, as deemed necessary, to help ensure the
internal control system maintains its effectiveness over time.

Ongoing Monitoring
Examples of Oracle’s ongoing monitoring activities include the following:

e In carrying out its regular management activities, operating management obtains evidence that
the system of internal control continues to function.

e Communications from external parties and customers corroborate internally generated
information or indicate problems.

e Organizational structure and supervisory activities provide oversight of control functions and
identification of deficiencies.

e Training, planning sessions and other meetings provide feedback to management on whether
controls are effective.

e Personnel are briefed on organizational policy statements and codes of conduct to communicate
entity values.
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Separate Evaluations

Evaluation of an entire internal control system may be prompted by a number of reasons, such as major
strategy or management change, major acquisitions or dispositions, or significant changes in operations
or methods of processing financial information. Evaluations of internal control vary in scope and
frequency, depending on the significance of risks being controlled and importance of the controls in
reducing the risks. Controls addressing higher-priority risks and those most essential to reducing a given
risk will tend to be evaluated more often. Often, evaluations take the form of self-assessments, where
persons responsible for a particular unit or function will determine the effectiveness of controls for their
activities. These assessments are considered by management, along with any other internal control
evaluations. The findings of these efforts are utilized to help ensure follow-up actions are taken and
subsequent evaluations are modified as necessary.

Policies and Governance
Customer-facing security practices, policies and documents are approved by senior management. These
policies are reviewed or updated annually to help ensure they remain current and accurate.

Oracle Corporate security practices and policies are made available to customers via the Oracle Cloud
Hosting and Delivery Policies accessible via the Oracle Contracts website. Employees have access to
corporate security practices and policies via the internal corporate network. Oracle policies include but
are not limited to the following areas:

Administrative User Registration

Privilege Management

Review of Administrative Access Rights

Administrative User Responsibilities

Data Classification Policy

Prevention of Unauthorized Access

User Provisioning

Risk Assessment

Assigning responsibility and accountability for system security
Requirements for testing, evaluating and authorizing system components
Identification of applicable laws and regulations, defined commitments, service-level agreements,
and other contractual requirements

Policy which provides for sharing information with third parties
Responsibility and accountability for developing and maintaining the entity’s system security
policies

System Availability Requirements

Assigning responsibility and accountability for availability

Notification of issues related to system availability

Training and access to necessary tools to manage system availability
Business Continuity Management

Capacity Management

Desktop and Laptop Security Policy

Security Practices Documents

These documents provide an overview of the information security practices and procedures. Oracle
Security Practices documents are reviewed or updated at least annually to help ensure they remain
current and accurate. These policies are posted and made available to customers and personnel.

Data Classification
When new product offerings are made available to customers, the data gathered by the application is
classified and documented according to the Oracle corporate policy.

To align with the GDPR requirements, Oracle updated the Oracle Data Processing Agreement for Cloud
(DPA) to describe in greater detail how customer personal data is handled such as:

e Scope;

e Description of processing;

e Purpose limitation;

e Data controller rights and obligations;
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Customer instructions;

Confidentiality;

Security;

Sub-processors and Oracle Affiliates;
Assistance with data subject rights;

Incident management and breach notification;
Data retention and deletion;

Audit rights and information requests.

Reporting Deficiencies

Deficiencies in management’s internal control system may surface from many sources, including the
company’s ongoing monitoring procedures, separate evaluations of the internal control system and
external parties. Management has developed protocols to help ensure findings of internal control
deficiencies are reported not only to the individual responsible for the function or activity involved, but
also to at least one level of management above the directly responsible person. This process enables the
individual to provide needed support or oversight for taking corrective action and to communicate with
others in the organization whose activities may be affected. Management evaluates the specific facts and
circumstances related to deficiencies in internal control procedures and makes the decision for
addressing deficiencies based on whether the incident was isolated or requires a change in the
company’s procedures or personnel.

Monitoring of Data Center Providers
The production infrastructure resides within the following Oracle Cloud Services data centers hosted by
third-party colocation data centers across the globe.

Data Center Hosting Location Data Center
Oracle Site ID Provider (Colo) Site ID Hosting Provider

Austin, TX, US Oracle
EM2 AM2 Amsterdam, NL Equinix
EM2 AM3 Amsterdam, NL Equinix
EM2 AMS15 Amsterdam, NL Equinix
EM8 AUH1 Abu Dhabi, UAE Etisalat
CA3 CGY3 Alberta, CA Rogers
us2 CH3 Elk Grove Village, IL, US Equinix
uS8 CH3F Elk Grove Village, IL, US Equinix
us2 CHI1 Chicago, IL, US QTS
LA1 CP1 Sao Paulo, BR Ascenty
EM4 FRAS8 Frankfurt, DE Interxion
us9 IAD2G Sterling, VA, US QTS
uUS6 IAD14 Ashburn, VA, US Digital Realty
uUS6 IAD35 Asburn, VA, US Digital Realty
uUS6 IAD36 Ashburn, VA, US Digital Realty
uUS6 IAD37 Ashburn, VA, US Digital Realty
AP5 JPF Tatebayashi, JP Fujitsu

ORACLE CONFIDENTIAL 26 of 69





EM1
EM3
EM2
EM1
AP4
EM5
us2
AP2
AP1
AP1

CA2

LD5C
LD5G
LGW14
LHR13G
LLG
MEL11
MU1
ORD13
SG2
SY3
SYD10
TR3

Slough, UK
Slough, UK
Woking, UK
Chessington, UK
Linlithgow, UK
Melbourne, AU
Munich, DE
Franklin Park, IL, US
Singapore, SG
Sydney, AU
Sydney, AU

Markham, CA

ORACLE

Data Center Hosting Data Center
Oracle Site ID Provider (Colo) Site ID Hosting Provider

Equinix
Equinix
Digital Realty
Digital Realty
Oracle
Digital Realty
Equinix
Digital Realty
Equinix
Equinix
Digital Realty

Cyxtera

Oracle Cloud Services personnel monitor the performance of data centers on an ongoing basis as a
component of normal business operations throughout the year, with local staff supporting each data
center. Oracle has an established process for the addition and removal of physical access, and physical
access to the colocation is reviewed on at least a monthly basis. In addition, Oracle Cloud Services
personnel perform an assessment of third-party data centers as a part of the established vendor
management program on an annual basis to help ensure the data center facilities are in compliance with

internal standards.
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CONTROL OBJECTIVES AND RELATED CONTROL ACTIVITIES

Control activities are a part of the process by which Oracle strives to achieve its business objectives.
Oracle has applied a risk management approach to the organization in order to select and develop its
control activities. After relevant risks have been identified and evaluated, control activities are established
to meet the overall objectives of the organization.

The establishment of control activities is inclusive of general control activities over technology. Oracle’s
management personnel evaluate the relationships between business processes and the technology to
perform those processes to determine the dependencies on technology. The security management
processes for the technology, along with other factors, are analyzed to define and establish the necessary
control activities to achieve control objectives.

The establishment of the control activities is enforced by defined policies and procedures that specifically
state management’s directives for Oracle personnel. The policies serve as the framework that personnel
must follow when implementing certain control activities. The procedures are the series of steps the
personnel should follow when performing business or technology processes and the control activities that
are components of those processes. After the policies, procedures and control activities are all
established, each is implemented, monitored, reviewed and improved when necessary.

ADMINISTRATIVE AND PERSONNEL PROCEDURES

Control Objective 1: Control activities provide reasonable assurance that Oracle employees have the
necessary qualification based on their job description and complete applicable background checks and
training to ensure compliance with Oracle policies and standards.

Organizational Charts
Organizational charts are in place to communicate key areas of authority, responsibility, and reporting
lines for personnel. These charts are available online via Oracle’s intranet and available to all employees.

Hiring Procedures

Human Resources (HR) is a corporate function at Oracle. HR representatives are assigned to the
business areas within Oracle. HR utilizes the Oracle Human Resources Management System (HRMS)
and Oracle Human Capital Management (Cloud HCM) (hereafter referred to as “HR Systems”) for their
operations. Personnel procedures vary according to local laws, employment regulations, and local Oracle

policy.

There are formal procedures for hiring new employees (traditional new hire or through a merger and
acquisition), which follow corporate directives and in-country regulations and processes. Across the
organization, documented position descriptions are in place to define the skills, responsibilities, and
knowledge levels required for particular jobs. Job postings are advertised internally for a minimum of five
days, or, in accordance with local regulations and local Oracle policy. Resumes are received and
reviewed to select candidates for interviews. The manager and a recruiter, if requested by the manager,
interview potential candidates.

After a candidate has been successfully identified, the offer process is initiated. There is a formal approval
matrix which indicates the level of approval required for offers and transfers based on the terms of the
transaction (e.g., position, salary, etc.) and the system workflow is configured based on the terms
specified in the approval matrix. When a candidate is selected for the job opening, the offer request for
that candidate is automatically routed using the aforementioned system workflow. On occasion, hiring
approvals may also be obtained via e-mail, in accordance with the approval matrix.

Background checks are performed on candidates selected for hire in accordance with local laws and
regulations, and local Oracle policy. Oracle’s supplier agreements require the suppliers of contract
personnel to perform background screening of non-direct Oracle workers (sub-contractors) before
releasing an individual for assignment with Oracle to the extent permitted by local laws and regulations
and local Oracle policy. In the event that a non-direct worker is hired as a direct Oracle employee, they
are subject to the mandatory background checks for their location.
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Oracle may utilize a third party to perform background checks on candidates for job openings. Generally,
background checks are used to ascertain a candidate’s education, previous employment, and may
include a criminal records check. Additional checks may be conducted depending on local laws and
regulations and local Oracle policy. Offers are released contingent upon satisfactory completion of
Oracle's pre-employment background check process. If the background check, after an individualized
assessment in accordance with applicable laws and agency guidance, produces disqualifying results and
the candidate has not yet started work, the offer may be revoked; otherwise, if the individual has already
been hired, they may be terminated. Internal transfers are not subject to a background check. For most
countries, general HR processing and procedural variances may apply to students/interns,
university/campus hires, and to existing employees of companies acquired by Oracle. For employees
hired as the result of a merger and acquisition, background checks may be initiated after the individual
has started work and may be limited to a criminal background check. Subject to applicable law, if the
background check produces disqualifying results, the employee may be terminated. In some countries,
local laws and regulations and local Oracle policy may prohibit the screening of merger and acquisition
employees. International transfers may be subject to a background check, depending on their location,
applicable laws and regulations, and only if they did not go through the screening process when they
were originally hired at Oracle.

After acceptance of an offer, local HR reviews the appropriate documents to ascertain an applicant’s right
to work, in accordance with local laws and regulations and policy.

Each new employee is required to complete and sign a core set of new hire forms for their location, such
as an employment agreement or equivalent and Propriety Information Agreement, prior to or on the day
of hire (or as otherwise required under applicable law), in accordance with local procedures, laws, and
regulations.

General HR processing and procedural variances may apply to existing employees of companies
acquired by Oracle. Although it is Oracle’s intent to have acquired company employees agree to Oracle’s
standard terms and conditions by way of signing an employment agreement and Proprietary Information
Agreement, there may be instances where this is not achievable based on the circumstances of a
particular acquisition or with a particular employee or set of employees. In many countries, acquired
employees are not required to agree to changes to their employment terms and would remain on their
existing terms and conditions.

In the cases where acquired employees, outside the US, do sign Oracle’s standard employment
agreement and Proprietary Information Agreement, the timing will vary due to local legislation, local
procedures and complexities associated with a specific acquisition, and it is expected that it will be done
after the local integration process.

Employees have job descriptions and responsibilities which define the necessary qualifications for their
positions.

Training

New employees are supported by a new hire web site and orientation course. The orientations are
available via a number of formats. Depending on the location, it may be an on-line e-course, a live web
broadcast, or during face-to-face inductions.

Upon hire, employees are required to complete the Workplace Harassment Awareness, Code of Ethics
and Business Conduct, Information Protection Awareness, the Anti-Corruption & Foreign Corrupt
Practices Act, and potentially other courses that are required for their location and organization. US based
managers are also required to complete a two-hour web-based course on Preventing Workplace
Harassment instead of the Workplace Harassment Awareness online e-course. Oracle sends email
reminders over a 60-day period to employees who have not completed the courses mentioned above.

In June of 2018, Oracle launched a new Learning Management System (LMS). This new system is used
to serve course content and to send email reminders to employees who have not completed the
mandatory courses.

Additionally, a new training model was implemented where continuing employees are offered new training
content on an annual basis.
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Employees based in Germany remained on the old LMS and training program until July of 2019 when the
German Works Council approved the new program. This means new hires in Germany (up to July 17,
2019) had 30 days to complete the required courses and e-mail reminders were sent out monthly to those
who did not complete their training. Training for newly hired and continuing employees located in
Germany were moved to the new platform on July 17

Ongoing training is available to all employees through a variety of courses including web learning, Oracle
University and external courses. Training for each employee is tailored to support his or her job role.
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INFORMATION SECURITY

Control Objective 2: Control activities provide reasonable assurance that system information, once
entered into the system, is protected from unauthorized or unintentional use, modification, addition or
deletion.

Information Security Policies and Procedures

Information security policies and procedures are in place to guide personnel in performing information
security activities that include access management, password management, acceptable use, data
retention and classification and confidentiality of information. These policies and procedures are reviewed
by senior IT and operations personnel at least annually and are made available to employees via the
corporate intranet.

Access Provisioning and Deprovisioning

Oracle’s proprietary Oracle Identity Management (OIM) system is in place and configured to grant
employee access requests to and within the production environment (including the operating system and
database) and supporting tools after approval from product management.

As part of the employee onboarding process, the OIM system grants employees access to the OIM
system, where users can submit access requests. Using the OIM system, employees can request access
to Oracle Cloud Network Access VPN (OCNA)Oracle’s Fusion Cloud Services System or Fusion
Government Cloud Services System production systems and supporting tools.

Once an access request is submitted through the OIM system, the request is required to be approved by
multiple levels of product management, dependent on the type of access being requested. The automated
approval process within the OIM system is configured based on predefined approval requirements, and
includes level one approval from the employee’s manager, level two approval from cloud operations
senior management, and level three approval from security services. The OIM system is configured to
notify product management via e-mail when access requests are submitted and require approval.

Additionally, OIM is configured to automatically provision user access privileges once predefined
approvals are received, required trainings have been completed and confidentiality agreements have
been executed. Subsequently, when an employee is terminated, the OIM system is configured to revoke
access as a component of the employee termination process. Access revocation is required to take place
within 14 days of the employee’s termination date.

Access Path and Authentication
Access to network devices and servers supporting the services requires Oracle users to use multi-factor
authentication and traverse three levels of access control.

Oracle Cloud Network Access (OCNA)

The first step in the authentication path is the OCNA VPN. OCNA is a multi-tiered Demilitarized Zone
(DMZ) environment inside a dedicated extranet isolated from Oracle's internal corporate network and
VPNs for non-cloud services. It functions as a secure access gateway between the user and the target
device. OCNA is comprised of a gateway subnet, tools subnet and network subnet located in Oracle’s
DMZ and is protected by firewalls. OCNA has redundant gateways in various geographies worldwide.

e Authentication — Only approved users with a valid OCNA account can access OCNA. Two-factor
authentication is required to authenticate to OCNA.

e Authorization — At the time of user account creation, attributes are defined to describe the specific
entitlements that the user is authorized to access. The user is restricted to these resources when
connected. The user’s access must be approved by an appropriate approver prior to access
being provisioned and access is revoked when the user is terminated. OCNA is configured to
complete a security posture check to determine whether the endpoint is running up-to-date anti-
virus software, has a local firewall enabled and is in line with Oracle policies regarding software
updates prior to permitting the endpoint to authenticate to the VPN.

e Posture Check - A security posture check is performed to validate a user's desktop or laptop
machine is running up-to-date anti-malware software, has a local firewall and is in compliance
with Oracle policies prior to granting access to OCNA.
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e Termination — User access to OCNA is revoked within fourteen days of termination. As a user
cannot access the bastion servers once their OCNA access is revoked, revocation in OCNA
results in termination of access to the system.

Bastion Server Authentication

The second step in the authentication path is authenticating to the relevant bastion server. Operator
access is only permitted from bastion servers. The bastion servers are only permitted to accept
connections from OCNA subnets. Only approved users with the required OIM entitlement can access the
bastion servers. The user’'s access must be approved by an appropriate approver prior to the entitlement
being provisioned. Authentication to the bastion servers is configured to require two-factor authentication,
including the YubiKey universal serial bus (USB) token.

Accessing Production (database and operating system)

Once a user has authenticated to the relevant bastion server, they can then connect to the required
individual production server operating systems via secure shell (SSH). Database users are able to
authenticate to the production databases after first establishing connections to OCNA, the bastion hosts
and the production server operation systems; but are also required to have an authorized user account
and password, which is granted via membership in the OIM/lightweight directory access protocol (LDAP)
Netgroup. Production servers are configured to use centrally managed authentication systems and users
must be a member of a specific LDAP Netgroup as defined in the configuration of the server.

Customers receive single tenant pods with individual production servers and databases. Access to these
is segregated as defined above and individual servers, including database servers, require individual
authentication through SSH.

PowerBroker Privileged Access

The BeyondTrust PowerBroker utility tool is in place and utilized to grant users administrator-level
privileges to production systems. The utility provides access to Linux and UNIX server operating systems
by delegating administrative privileges and authorization without disclosing the “root” password.
Administrator access within the production server operating systems and databases is granted based on
the utility tool policies configured within the OIM system through an individual’s PowerBroker policy.

PowerBroker is configured to log user activity, including keystroke logging, for system administrators.
User activity logs are retained indefinitely and reviewed by system administrators on an ad hoc basis.

Administrator access within the OIM system, OCNA, bastion hosts, production server operating systems
and databases is restricted to only user accounts accessible by personnel within the OIM management
chain.

Automatic Access Revocation

LDAP Netgroup entitlements that grant access to SSH to the production environment, operating system
and database, are configured in OIM to be revoked at least every 90 days. PowerBroker policy
entitlements that grant privileged access to the production environment are configured to be revoked at
least every 30 days.

In addition, PowerBroker policies that grant access to the “root” or “oracle” privileged local accounts on
the production environments for use by development personnel require a justification prior to access
being approved and are configured to expire 24 hours after being approved.

Once a user's access has expired they are required to follow the normal user provisioning process
through OIM to regain access.

Physical Access to Data Centers

Oracle suites within colocation or Oracle-owned data center facilities have biometric authentication to
enter the suite in addition to the site badge. Temporary badges are issued upon arrival to the facility and
returned upon exit. Oracle has an established process for the addition and removal of physical access to
the data centers. Physical access to the colocation is reviewed on at least a monthly basis and any
inappropriate users identified are removed.
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CHANGE MANAGEMENT

Control Objective 3: Control activities provide reasonable assurance that unauthorized changes are not
made to production systems that would result in invalid, incomplete, inaccurate, and untimely processing
of data.

Change Management Policies and Procedures

Documented change management policies and procedures are in place to help guide personnel in
change management activities, including the documentation and approval of change requests, including
emergency changes. These policies and procedures are reviewed by senior management at least
annually and are made available to employees via the corporate intranet.

Documented coding standards are maintained on a Secure Coding Standards internal website to guide
developers in the code development process and to ensure consistent coding practices are adhered to.

Release Notes

Release notes are made available to document and communicate specifications and new features for
service packs and new versions of the application. Finalized release notes are published as the "What's
New" document on the Oracle Cloud Readiness site two weeks prior to the quarterly release.

Change Tracking

All changes, including those for application, database and infrastructure related components, are tracked
in Oracle’s ticketing systems. The change request tickets within the change management system
maintain specific details pertaining to the change request, including the change requestor, description of
the change, affected production systems and product components, and a link to the testing information
within the change management system. Additionally, the change request tickets include the patching
window for which the change request is scheduled to be applied to customer production systems.

Code Development
Development personnel perform program development and testing on application change requests within
development and test environments that are logically separate from the production environment.

Version control software is utilized to control developers’ ability to access and implement changes to
application code. Changes to source code result in the creation of a new version of the application code.
Changes are capable of being rolled back to prior versions of the application code on an as-needed basis.
Write access to the application source code within the version control software is restricted to user
accounts accessible by authorized product support and development personnel.

Access to the version control software is managed through OIM and is configured to be revoked at least
every 90 days. Once a user’s access has expired, they are required to follow the normal user provisioning
process to regain access.

The version control software is configured to require a merge request ticket before code can be merged.
A development tool is configured to prevent code merge requests from being approved by the developer
of the change.

Change Testing

Prior to implementation, product quality assurance (QA) personnel perform QA testing on application
changes and update the application change request status and work history within the change
management system with the testing results. When application change requests are ready for
implementation, operations and product management personnel document their requests to implement
the application change (also referred to as application patches) within the change management system
and submit the application change requests to IT and operations management for review and approval.
Change management meetings are held to discuss application release planning and development
activities.

Change Approval

Weekly formal change reviews through a Change Advisory Board (CAB) are held across Cloud product
lines of business to help ensure proper transparency with all key stakeholders. CAB members include
subject matter experts from technical, business and support points of view. Formal approval is captured
in a change request ticket in addition to change management team participation during change review
meetings.
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Cloud Infrastructure changes (including operating system software patches) require formal approval to
be captured in a ticket based on the change request type in accordance with the Oracle Cloud Operations
Change Management Standards.

After approval, the application change request is scheduled for implementation and assigned to the cloud
operations team via the change management system. IT and operations change management personnel
notify the customer via the Cloud Admin tool whenever change requests are scheduled for
implementation.

Segregation of Duties
Production cloud systems are maintained within a network segment that is logically segregated from the
development and test environment network.

To enable application resiliency and minimize service downtime, a DevOps model is utilized, which still
adheres to Oracle’s change management policies and procedures. As detailed above, the version control
software is configured to require approval from an individual other than the requester of the code merge
before code can be merged into the code repository.

Access to implement changes into the production environment is granted based on PowerBroker
entitlements provisioned by OIM. Event logs and keystroke logs are retained for instances of the access
being used.

Developers requiring access to PowerBroker policies that grant access to the “root” or “oracle” privileged
local accounts on the production environment require a justification prior to access being approved and
are configured to expire 24 hours after being approved.
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COMPUTER OPERATIONS

Control Objective 4: Control activities provide reasonable assurance that systems are maintained and
monitored in a manner that helps ensure system availability and that applications and databases are
backed up in a timely manner.

Backup Policies and Procedures

Documented backup and recovery policies and procedures are in place to guide personnel in performing
data backups, data restoration and off-site storage activities. The policies and procedures are reviewed
by senior management at least annually and are made available to employees via the corporate intranet.

Backup Frequency and Monitoring

Production databases are housed on data warehousing appliances. Automated backups are configured
for the production cloud environments to perform scheduled backups of production applications and
databases. The configured script performs incremental and full backups of production data in accordance
with the Oracle Backup Policy. The backup script is configured to notify IT and operations personnel via
an email regarding backup job failures monitored by backup infrastructure personnel 24 hours a day,
seven days a week. In the event of a backup job failure, IT and operations personnel will investigate the
incident ticket and track the issue through resolution.

Backup media taken to tape is encrypted in accordance with Oracle’s policies and procedures. Access
to the backed up data is limited to appropriate personnel.

Middle-tier Backup and Replication
Backups are performed for the middle-tier on a predefined schedule as specified in the procedure
documents managed by the service.

Incident Response Policies and Procedures

Documented incident response policies and procedures are in place to guide personnel in server and
network outage response, escalation, and resolution activities. Utilizing incident response policies and
procedures in addition to an enterprise monitoring application, IT operations personnel monitor the
availability and performance of production cloud systems on a daily basis. These policies and procedures
are reviewed by senior management at least annually and are made available to employees via the
corporate intranet.

System Configuration and Monitoring

Documented standard build procedures are utilized for creation, installation and maintenance of
production servers. In addition, a configuration management tool is used to manage the servers
consistently and determine the access restrictions and server configuration settings in place on specific
servers.

The availability and performance of production cloud systems is monitored on a continuous basis by IT
and operations personnel via monitoring applications. Monitoring applications include Oracle Enterprise
Manager (OEM), which is in place and configured to monitor the performance and availability of network
devices and systems. OEM is configured to monitor for availability, utilization and performance of
production cloud network devices, including the firewalls, routers, servers and storage devices, and to
notify IT and operations personnel via on-screen alerts and e-mail notifications whenever predefined
thresholds are exceeded.

Alerts received by the monitoring applications are automatically recorded within a ticketing system and
assigned to IT and operations personnel for resolution. The ticketing system is utilized to manage system
incidents, response and resolution. Additionally, the monitoring applications are configured to send
operational statistics reports to IT and operations personnel on a daily basis for review.

Antivirus

Oracle Cloud Security manages an enterprise McAfee antivirus solution. The McAfee antivirus agents on
the bastion hosts are configured to perform periodic scans of the information system weekly. Any
violations detected by the agent generate alerts to Oracle Cloud Security. Updates to virus definitions are
configured to run daily.
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Redundancy
Redundancy is built into the production environments to allow failover to alternative equipment in the

event of the primary system failure. Customers receive single tenant pods. Pod databases run on two
Exadata nodes. The two nodes run the environment simultaneously, and, in the event of one node failing,
the environment will continue to run on the other node without outage.
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NETWORK MANAGEMENT

Control Objective 5: Control activities provide reasonable assurance that data maintains its security as it
is transmitted between third parties and the service organization.

The production servers supporting the Oracle’s Fusion Cloud Services System and Fusion Government
Cloud Services System are located within a separate network segment that is dedicated to cloud services.
Firewall systems are in place to filter Internet traffic. Remote access to Oracle’s Fusion Cloud Services
System and Fusion Government Cloud Services System production networks is required to pass through
encrypted virtual private networks (VPN).

Network Policies and Procedures

Documented network security policies and procedures are in place to guide personnel in network security
practices that include, but are not limited to, firewalls, perimeter security, and access and authorization.
These policies and procedures are reviewed by senior IT and operations personnel at least annually and
are made available to employees via the corporate intranet.

Firewalls

Firewalls are in place within the production cloud networks to filter unauthorized inbound network traffic
from the Internet, and are designed to deny any network connection that is not explicitly authorized by a
firewall rule. High-availability firewall system clusters are in place to provide failover firewall services in
the event of a firewall system failure. Externally routable IP addresses are not utilized for the hosted
application and database servers.

Network address translation (NAT) functionality of the firewall systems is utilized to manage internal
Internet Protocol (IP) addresses. Administrator access within the firewall systems is restricted to user
accounts accessible by authorized IT security and network engineers. The firewall systems are configured
to log activity that includes, but is not limited to, account logon events, source address and destination
address.

The firewall system logs are reviewed for suspicious network activity by the Oracle Cloud Service Center
(OCSC). OCSC personnel are staffed 24 hours per day to monitor alerts and possible issues are
escalated for investigation and resolution. Network engineers utilize a ticketing system to log and track
configuration changes to network devices. Change requests follow a predefined approval workflow within
the ticketing system based on the nature and impact of the change request. After the required approvals
are obtained, the change request is automatically assigned to a system engineer for implementation via
the ticketing system.

Intrusion Detection

Intrusion detection systems (IDS) are in place to monitor network traffic for potential security breaches.
A Security Information and Event Management (SIEM) console is in place to consolidate event logs for
assessment and enable Cloud Security personnel to follow up as necessary.

Vulnerability Scans

To help identify potential security vulnerabilities on the production cloud networks, network security
management performs network vulnerability scans on at least a weekly basis. Operations management
review and analyze the results of the network vulnerability scans through a customized tool, which is
configured to consolidate the results for each production cloud network on a monthly basis. Oracle GIS,
Privacy and Legal group representatives review the vulnerability scan results and manage the
remediation activities.

Penetration Assessment

A third-party vendor performs an external application penetration assessment on an annual basis.
Operations and IT management review the results of the penetration assessment and create remediation
and mitigation plans where required.

Resolution of Vulnerabilities

Application Development team works on the remediation plans for the vulnerabilities identified in the
weekly vulnerability scans and external penetration assessments. On a monthly basis, the results of
vulnerability scans and remediation status is reported to Executive Vice President of Application
Development to track the vulnerabilities through resolution.
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Encryption
To protect data while in transit, web servers utilize transport layer security (TLS) encryption for web

communication sessions. Further, remote access to the production cloud networks is restricted via an
encrypted VPN to help ensure the privacy and integrity of the data passing over the public network.
Administrator access within the VPN is restricted to user accounts accessible by authorized personnel.
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COMPLEMENTARY USER ENTITY CONTROLS (CUECSs)

Oracle’s Fusion Cloud Services and Fusion Government Cloud Services are designed with the
assumption that certain controls will be implemented by user entities. Such controls are called
complementary user entity controls. It is not feasible for all of the control objectives related to Oracle’s
Fusion Cloud Services and Fusion Government Cloud Services to be solely achieved by Oracle’s control
activities. Accordingly, user entities, in conjunction with Oracle’s Fusion Cloud Services and Fusion
Government Cloud Services, should establish their own internal controls or procedures to complement
those of Oracle.

User entities are responsible for the procedures, by which transactions are initiated, authorized, recorded,
processed, corrected as necessary, and transferred to reports and other information presented to them.
Additionally, user entities are responsible for the procedures and controls governing the related
accounting records, supporting information, and specific accounts that are used to initiate, authorize,
record, process, and report transactions processed within Oracle’s Fusion Cloud Services and Fusion
Government Cloud Services; this includes the correction of incorrect information and how information is
transferred to the reports.

The following complementary user entity controls should be implemented by user entities to provide
additional assurance that the specified control objectives described within this report are met:

Control Activities Expected to be Implemented Related Control
at User Entities Objective
User entities are responsible for ensuring the confidentiality of any user
accounts and passwords assigned to them for use with Oracle’s Information Security
systems.

User entities are responsible for immediately notifying Oracle of any
actual or suspected information security breaches, including Information Security
compromised user accounts.

User entities are responsible for configuring application password

parameters and complexity requirements. Information Security

User entities are responsible for administering application security rights. | Information Security

User entities are responsible for confidentiality of passwords and user
IDs.

User entities are responsible for removing terminated employees’ access
to applications.

Information Security

Information Security

User entities are responsible for defining authorized application
administrators within the applications, ensuring that these privileges are
restricted to authorized individuals, and for periodically reviewing the
security configurations and access rights for appropriateness.

Information Security

User entities are responsible for submitting incident tickets (i.e. data
restores) through the My Oracle Support (MOS) customer portal. User
entity requests are recorded and tracked within an internal ticketing
system through resolution. The ticketing system is utilized to document, Computer Operations
prioritize, escalate, and resolve problems affecting contracted services.
Customer requests are managed according to established service level
agreements.

User entities are responsible for ensuring the completeness and

accuracy of the financial data. Information Security

User entities are responsible for application functionality, configuration,

and transaction processing. Change Management

User entities are responsible for ensuring sufficient controls for the

implementation of the applications. Change Management
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User entities are responsible for ensuring the integration with systems

external to the applications. Change Management

User entities are responsible for the change management process

regarding customer specific customization(s). Change Management

User entities are responsible for data changes (e.g. update, insertion

and deletion of data). Change Management

User entities are responsible for the configuration of their applications

and any third-party applications. Change Management

User entities are responsible for determining their business processes
and defining, or working with the implementer to define, any Change Management
configuration controls required to support the business processes.
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COMPLEMENTARY SUBSERVICE ORGANIZATION CONTROLS
(CSOCs)

Oracle uses third-party service organizations to support its hosted environments. These data center

facilities include controls over physical security. This description includes only those controls expected at
subservice organizations and does not include controls at Oracle.

Control Activities Expected to be Implemented

Related Control

at Subservice Organizations Objective
The subservice organizations are responsible for restricting physical . .
access to production systems. Information Security

The subservice organizations are responsible for restricting physical
access to offline storage and backup media to help ensure that

Computer Operations
application and data files are securely stored.
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SECTION IV - ORACLE’S FUSION CLOUD SERVICES SYSTEM AND
FUSION GOVERNMENT CLOUD SERVICES SYSTEM CONTROL
OBJECTIVES, TEST PROCEDURES AND RESULTS

TESTING PERFORMED AND RESULTS OF TESTS OF ENTITY-LEVEL
CONTROLS

In planning the nature, timing and extent of our testing of the controls specified by Oracle, we considered
the aspects of Oracle’s control environment, risk assessment processes, communication and
management monitoring procedures and performed such procedures as we considered necessary in the
circumstances.

CONTROL OBJECTIVES AND RELATED CONTROLS FOR SYSTEMS AND
APPLICATIONS
On the pages that follow, the description of control objectives and the controls to achieve the objectives

have been specified by, and are the responsibility of Oracle. The Testing Performed by EY and the
Results of Testing are the responsibility of the service auditor.

PROCEDURES FOR ASSESSING COMPLETENESS AND ACCURACY OF
INFORMATION PRODUCED BY THE ENTITY (IPE)

For tests of controls requiring the use of IPE (e.g., controls requiring system-generated populations for
sample-based testing), we perform a combination of the following procedures where possible based on
the nature of the IPE to address the completeness, accuracy, and data integrity of the data or reports
used: (1) inspect the source of the IPE, (2) inspect the query, script, or parameters used to generate the
IPE, (3) tie data between the IPE and the source, and/or (4) inspect the IPE for anomalous gaps in
sequence or timing to determine the data is complete, accurate, and maintains its integrity. In addition to
the above procedures, for tests of controls requiring management’s use of IPE in the execution of the
controls (e.g., periodic reviews of user access listings), we inspect management’s procedures to assess
the validity of the IPE source and the completeness, accuracy, and integrity of the data or reports.
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CONTROL OBJECTIVE 1 — ADMINISTRATIVE AND PERSONNEL PROCEDURES

Control activities provide reasonable assurance that Oracle employees have the necessary qualification based on their job description and complete
applicable background checks and training to ensure compliance with Oracle policies and standards.

Controls Specified by Oracle

Testing Performed by EY

Results of Testing

Formal procedures are in place for hiring new employees.

Inquired of the control owner and ascertained formal
procedures were in place for hiring new employees.

No deviations noted.

Inspected the formal hiring procedures available on Oracle's
intranet and ascertained the procedures were available for
each global region where Oracle had employees.

No deviations noted.

A formal approval matrix is configured in the HR Systems
so that offers and transfers are automatically routed for
approval based on the terms of the transaction and in
accordance with Oracle's hiring procedures.

Inquired of the control owner and ascertained a formal approval
matrix was configured in the HR Systems so that offers and
transfers were automatically routed for approval based on the
terms of the transaction, and in accordance with Oracle’s hiring
procedures.

No deviations noted.

Inspected the approval history for a sample of new hires
selected from the HR Systems and ascertained they were
approved in accordance with the formal approval matrix.

No deviations noted.

Background checks are performed for new hires as
described in the narrative.

Inquired of the control owner and ascertained background
checks were performed for new hires as described in the
narrative.

No deviations noted.

Inspected the background check documentation for a sample
of new hires selected from the HR Systems and ascertained
the background checks were completed.

No deviations noted.

Each new employee is required to complete and sign an
employment agreement or equivalent and a Proprietary
Information Agreement, prior to or on the day of hire (or
as otherwise required under applicable law), in

accordance with local procedures, laws and regulations.

Inquired of the control owner and ascertained each new
employee was required to complete and sign an employment
agreement or equivalent and a Proprietary Information
Agreement, prior to or on the day of hire, in accordance with
local procedures, laws, and regulations.

No deviations noted.
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Testing Performed by EY
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Results of Testing

Inspected the applicable documentation for a sample of new
employees selected from the HR Systems and ascertained it
was completed in accordance with local procedures, laws and
regulations.

No deviations noted.

New employees are required to complete the Code of
Ethics and Business Conduct, Information Protection
Awareness, and Anti-Corruption & Foreign Corrupt
Practices Act online e-courses. New employees who do
not complete these courses in a timely manner are
identified on the exception list for follow-up.

Inquired of the control owner and ascertained new employees
were required to complete the Code of Ethics and Business
Conduct, Information Protection Awareness, and Anti-
Corruption & Foreign Corrupt Practices Act online e-courses,
and new employees who did not complete these courses in a
timely manner were identified on the exception list for follow-

up.

No deviations noted.

Inspected the course records for a sample of new employees
selected from the HR Systems and ascertained the new
employees had completed the Ethics and Business Conduct,
Information Protection Awareness, and Anti-Corruption &
Foreign Corrupt Practices Act online e-courses or were
identified on the exception list for follow-up.

No deviations noted.

Oracle sends email reminders on an on-going basis to
existing employees required to take mandatory
compliance courses and within 60 days of hire for new
employees.

Inquired of the control owner and ascertained Oracle sent
email reminders on an on-going basis to existing employees
who were required to take mandatory compliance courses and
within 60 days of hire for new employees.

No deviations noted.

Inspected the Learning Management System dashboard for a
sample of employees selected from the Company's directory
and ascertained they received reminders to complete or retake
the mandatory compliance courses.

No deviations noted.

For Germany, inspected the Compliance Education Email
Application records for a sample of months and ascertained
they were sent to employees who had not completed the Ethics
and Business Conduct, Information Protection Awareness or
Anti-Corruption & Foreign Corrupt Practices Act online e-
courses.

No deviations noted.

ORACLE CONFIDENTIAL

44 of 69





ORACLE

CONTROL OBJECTIVE 2 - INFORMATION SECURITY

Control activities provide reasonable assurance that system information, once entered into the system, is protected from unauthorized or unintentional use,
modification, addition or deletion.

Controls Specified by Oracle Testing Performed by EY Results of Testing
Documented information security policies are in place to Inquired of the control owner and ascertained documented No deviations noted.
guide personnel in areas that include the following: information security policies were in place to guide personnel in

. . areas that included the following:
e Information security

e Access management e Information security

e Password management e Access management

e Acceptable use e Password management

e Data retention and classification e Acceptable use

e Confidentiality of information o Data retention and classification

o Confidentiality of information

Inspected the information security policies and ascertained No deviations noted.
documented information security policies were approved and in
place to guide personnel in areas that included the following:

e Information security

e Access management

e Password management

o Acceptable use

o Data retention and classification

e Confidentiality of information
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Results of Testing

Controls Specified by Oracle

Oracle utilizes OIM for Oracle Cloud personnel to submit
user account requests. The system routes the requests to
the appropriate approver for approval. Upon approval the
access provisioning system creates the user account on
the selected environment.

Testing Performed by EY

Inquired of the control owner and ascertained Oracle utilized
OIM for Oracle Cloud personnel to submit user account
requests and that the system routed the requests to the
appropriate approver and upon approval the access
provisioning system created the user account for the selected
environment.

No deviations noted.

Inspected the access provisioning system configuration and
ascertained the system was configured to route access
requests to the user's manager for approval.

No deviations noted.

Inspected the access provisioning system approval for a
sample of access requests selected from the access
provisioning system and ascertained they had received
approval from the appropriate individuals configured within the
account provisioning system.

No deviations noted.

Upon termination OCNA access is revoked.

Inquired of the control owner and ascertained upon termination
OCNA access was revoked.

No deviations noted.

Inspected the details of the OCNA entitlement revocation date
in Oracle Identity Manager (OIM) for a sample of terminated
users who had OCNA access selected from the HR tool and
ascertained the OCNA entitlement was revoked within fourteen
days of termination.

No deviations noted.

Users are authenticated via a unique user account and
password before being granted access to the OIM
system.

Inquired of the control owner and ascertained users were
authenticated via a unique user account and password before
being granted access to OIM.

No deviations noted.

Inspected the HTTP redirect headers and ascertained users
were redirected to the SSO login page prior to gaining access
to OIM.

No deviations noted.
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Controls Specified by Oracle

Testing Performed by EY

Observed a user attempt to access OIM and ascertained they
were redirected to authenticate using their unique SSO login
credentials before being granted access.

Results of Testing

No deviations noted.

The OIM system is configured to enforce the following
user account and password controls:

e  Minimum password length
e Password complexity

Inquired of the control owner and ascertained the OIM system
was configured to enforce the following user account and
password controls:

e  Minimum password length

e Password complexity

No deviations noted.

Inspected the Oracle Password Policy and ascertained it
included details regarding the minimum password length and
password complexity for user accounts.

No deviations noted.

Inspected the password settings configured in the account
provisioning system and ascertained they were in adherence
with the password policy requirements.

No deviations noted.

Observed a user attempt to reset their password using
characteristics that did not meet the password policy
requirements and ascertained an error message appeared.

No deviations noted.

Authentication to OCNA requires users to connect via
two-factor authentication that includes the following:

e Authorized user account
e PIN
¢ Individual token generator

Inquired of the control owner and ascertained authentication to
OCNA required users to connect via two-factor authentication
which included the following:

e Authorized user account
e PIN
e Individual token generator

No deviations noted.

Inspected the OCNA configuration and ascertained two-factor
authentication was enabled.

No deviations noted.
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Observed a user connect to the OCNA VPN and ascertained
the user was required to use multi-factor authentication.

Results of Testing

No deviations noted.

Administrator access within OCNA is restricted to user
accounts accessible by authorized cloud security
personnel.

Inquired of the control owner and ascertained administrator
access within the OCNA system was restricted to user
accounts accessible by authorized cloud security personnel.

No deviations noted.

Inspected the list of users with administrator access to the
OCNA system and ascertained access was appropriately
restricted to user accounts accessible only by cloud security
personnel.

No deviations noted.

User-level access entitlements granting access to the
production environment are configured to expire every 90
days.

Inquired of the control owner and ascertained user-level access
entitlements granting access to the production environment
were configured to expire every 90 days.

No deviations noted.

Inspected the configuration for user-level access entitlements
that grant access to the production environment and
ascertained they were configured to expire every 90 days.

No deviations noted.

OCNA accounts are approved prior to creation.

Inquired of the control owner and ascertained OCNA accounts
were approved prior to creation.

No deviations noted.

Inspected the Oracle Identity Manager (OIM) tool approval
details for a sample of users granted OCNA entitlements
selected from OIM and ascertained approval was obtained
prior to the provisioning of the OCNA entitlement.

No deviations noted.

Dynamic Access Policies are configured to validate that
devices are running up-to-date anti-malware software,
update to date software and have a local firewall installed

Inquired of control owner and ascertained Dynamic Access
Policies were configured to validate that devices were running
up-to-date anti-malware software, update to date software and
have a local firewall installed prior to granting access to the
infrastructure supporting the System.

No deviations noted.
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Testing Performed by EY

ORACLE

Results of Testing

prior to granting access to the infrastructure supporting
the System.

Inspected the Dynamic Access Policies for OCNA and
ascertained it was configured to check Windows, Mac OS and
Linux end points were running up-to-date anti-malware
software, update to date software, and had a local firewall
installed prior to granting access to the infrastructure
supporting the System.

No deviations noted.

Management performs a monthly review of colocation
data center access and any inappropriate users are
removed.

Inquired of the control owner and ascertained management
performed a monthly review of colocation data center access
and any inappropriate users were removed.

No deviations noted.

Inspected documentation of management's review and
ascertained management performed a monthly review of
colocation data center access and any inappropriate users
were removed.

No deviations noted.

PowerBroker policies that grant access to the “root” or
"oracle" privileged local account on the production
environment, which can be requested by development
personnel, are configured to expire 24 hours after being
approved and provisioned.

Inquired of the control owner and ascertained PowerBroker
policies that grant access to the “root” or "oracle" privileged
local account on the production environment, which can be
requested by development personnel, were configured to
expire 24 hours after being approved and provisioned.

No deviations noted.

Inspected the configuration within the access provisioning
system and ascertained PowerBroker policies that grant
access to the “root” or "oracle" privileged local account on the
production environment, which can be requested by
development personnel, were configured to expire 24 hours
after being approved and provisioned.

No deviations noted.
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Controls Specified by Oracle Testing Performed by EY Results of Testing

Observed a developer request and obtain access to a No deviations noted.
PowerBroker policy that grants access to the “root” and
"oracle" privileged local account on the production environment
and ascertained the user's access expired after 24 hours and
the user was unable to authenticate with the PowerBroker

policy.
PowerBroker policies that grant access to the “root” or Inquired of the control owner and ascertained PowerBroker No deviations noted.
“oracle” privileged local accounts require a justification policies that granted access to the “root” or “oracle” privileged
prior to access being approved. local accounts required a justification prior to access being

approved.

Inspected the user interface requirement within the access No deviations noted.

provisioning system and ascertained PowerBroker policies that
granted access to the “root” or “oracle” privileged local
accounts required a justification prior to access being
approved.

Observed a user attempt to request access to a PowerBroker No deviations noted.
policy that granted access to privileged local accounts on the
production environment without providing justification and
ascertained the user was prevented from submitting the
request.

Observed a user attempt to request access to a PowerBroker No deviations noted.
policy that granted access to privileged local accounts on the
production environment with a justification and ascertained the
user successfully submitted the request.

The ability to make changes to the configurations within Inquired of the control owner and ascertained the ability to No deviations noted.
OIM is limited to appropriate personnel. make changes to the configurations within OIM was limited to
appropriate personnel.
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Controls Specified by Oracle Testing Performed by EY Results of Testing

Inspected the access provisioning system configuration for OIM | No deviations noted.
administration access and ascertained access was configured
to only allow appropriate personnel with the OIM management
chain to hold access.

Inspected the list of users with administrator access to OIM and | No deviations noted.
ascertained access was limited to appropriate personnel.

Privileged access to the production servers is configured Inquired of the control owner and ascertained privileged access | No deviations noted.
to be revoked automatically at least every 30 days. to the production servers was configured to be revoked
automatically at least every 30 days.

Inspected the configuration for PowerBroker Policy access No deviations noted.
entitlements that provide privileged access to the production
servers and ascertained the access entitlements were
configured to be automatically revoked at least every 30 days.
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CONTROL OBJECTIVE 3 - CHANGE MANAGEMENT

Control activities provide reasonable assurance that unauthorized changes are not made to production systems that would result in invalid, incomplete,

inaccurate, and untimely processing of data.

Controls Specified by Oracle

Testing Performed by EY

Results of Testing

Documented change management policies and
procedures are in place to guide personnel in the
documentation and approval of changes, including
emergency changes.

Inquired of the control owner and ascertained documented
change management policies and procedures were in place to
guide personnel in the documentation, and approval of
changes, including emergency changes.

No deviations noted.

Inspected the change management policies and procedures
document and ascertained it contained details to guide
personnel in the documentation and approval of changes,
including emergency changes.

No deviations noted.

Documented coding standards are in place to guide
developers during the code development process to help
ensure consistent practices.

Inquired of the control owner and ascertained documented
coding standards were in place to guide developers during the
code development process and ensure consistent practices.

No deviations noted.

Inspected the Secure Coding Standards internal website and
ascertained it contained details of coding standards to guide
developers during the code development process and ensure
consistent practices.

No deviations noted.

Release notes are available to internal and external users
to document and communicate specifications and new
features for service packs and new versions of the
application.

Inquired of the control owner and ascertained release notes
were available to internal and external users to document and
communicate specifications and new features for service packs
and new versions of the application.

No deviations noted.

Inspected the internal and external sites and ascertained
release notes were available to internal and external users to
document and communicate specifications and new features
for service packs and new versions of the application.

No deviations noted.
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Results of Testing

Development and testing efforts are performed in
development and test environments that are logically and
physically separate from the production environment.

Inquired of the control owner and ascertained development and
testing efforts were performed in development and test
environments that were logically and physically separate from
the production environment.

No deviations noted.

Inspected production environment details for a sample of
customer production servers and ascertained they were
logically and physically separate from development and test
environments.

No deviations noted.

Version control software is utilized to restrict the ability to
access and implement changes to source code. Users are
authenticated via a user account and password before
being granted access to the source code in the version
control software.

Inquired of the control owner and ascertained version control
software was utilized to restrict the ability to access and
implement changes to source code and users were
authenticated via a user account and password before being
granted access to the source code in the version control
software.

No deviations noted.

Observed an authorized user authenticate via a user account
and password and ascertained the user was granted access to
the source code in the version control software.

No deviations noted.

Observed an unauthorized user attempt to authenticate to the
version control software and ascertained the user was unable
to make changes to the version control software.

No deviations noted.

Changes to source code result in the creation of a new
version of the application code. Rollback versions exist in
the event application code needs to be restored to a
previous version.

Inquired of the control owner and ascertained changes to
source code resulted in the creation of a new version of the
application code and that rollback versions existed in the event
application code needed to be restored to a previous version.

No deviations noted.

Observed a user make a change in the version control software
and ascertained it created a new version number and that a
prior version of the application was still available in the event of
a rollback.

No deviations noted.
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Controls Specified by Oracle

A development tool is configured to prevent code merge
requests from being approved by the developer of the
change.

Testing Performed by EY

Inquired of the control owner and ascertained a development
tool was configured to prevent code merge requests from being
approved by the developer of the change.

Results of Testing

No deviations noted.

Inspected the configuration for a development tool and
ascertained it was configured to prevent code merge requests
from being approved by the developer of the change.

No deviations noted.

Observed an appropriate user attempt to approve their own
code merge request, and ascertained the system prevented the
merge request from being approved by the developer.

No deviations noted.

Observed an appropriate user attempt to approve another
user's code merge request, and ascertained they were able to
successfully approve the merge.

No deviations noted.

Inspected the list of users with access to modify the code
series' configuration and ascertained it was limited to
appropriate personnel.

No deviations noted.

Access to the source code repository is set to expire every
90 days.

Inquired of the control owner and ascertained access to the
source code repository was set to expire every 90 days.

No deviations noted.

Inspected access to the source code repository and
ascertained it was set to expire every 90 days.

No deviations noted.

Testing is completed for changes prior to implementation.

Inquired of the control owner and ascertained testing was
completed for changes prior to implementation.

No deviations noted.

Inspected the change ticket and testing documentation for a
sample of changes and ascertained testing was completed for
changes prior to implementation.

No deviations noted.
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Results of Testing

Controls Specified by Oracle

Changes are approved in accordance with the Change
Management Policy.

Inquired of the control owner and ascertained changes were
approved in accordance with the Change Management Policy.

No deviations noted.

Inspected the change ticket approval documentation for a
sample of changes and ascertained changes were approved in
accordance with the Change Management Policy.

No deviations noted.

Change management meetings are held to discuss
application release planning and development activities.

Inquired of the control owner and ascertained change
management meetings were held to discuss application release
planning and development activities.

No deviations noted.

Inspected the minutes from the change management meeting
for a sample of weeks and ascertained change management
meetings were held to discuss application release planning and
development activities.

No deviations noted.
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CONTROL OBJECTIVE 4 - COMPUTER OPERATIONS

Control activities provide reasonable assurance that systems are maintained and monitored in a manner that helps ensure system availability and that
applications and databases are backed up in a timely manner.

Controls Specified by Oracle Testing Performed by EY Results of Testing
Documented data backup policies and procedures are in Inquired of the control owner and ascertained documented data | N deviations noted.
place to guide personnel in processes including data backup policies and procedures were in place to guide
backup and retention, backup monitoring and restoration personnel in processes including data backup and retention,
procedures. backup monitoring and restoration procedures.

Inspected the data backup policies and procedures documents | No deviations noted.
and ascertained they contained details to guide personnel in
processes including data backup and retention, backup
monitoring and restoration procedures.

An automated backup system is configured to perform Inquired of the control owner and ascertained an automated No deviations noted.
incremental database backups six days a week as well as | packup system was configured to perform incremental
a full database backup at least weekly. database backups six days a week as well as a full database

backup at least weekly.

Inspected the RMAN script cronjob for a sample of pods and No deviations noted.
ascertained the script was configured to perform incremental
database backups six days a week as well as a full database
backup at least weekly.

An automated backup system is configured to send e-mail | Inquired of the control owner and ascertained an automated No deviations noted.
alert notifications to IT personnel regarding database backup system was configured to send e-mail alert notifications
backup job completion status. to IT personnel regarding database backup job completion

status.

Inspected the backup script for a sample of customer pods and | No deviations noted.
ascertained the script was configured to alert personnel when a
backup error or failure occurred.
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Results of Testing

Inspected the last backup for a sample of customer pods and
ascertained the backup was either successful or any backup
failure automatically created email alert notification for
investigation.

No deviations noted.

Backup media is encrypted in accordance with Oracle's
policies and procedures.

Inquired of the control owner and ascertained backup media
was encrypted in accordance with Oracle's policies and
procedures.

No deviations noted.

Inspected the Oracle Key Manager (OKM) configuration agents
for a sample of colocations and ascertained OKM was
configured to encrypt data written to tape.

No deviations noted.

Access to the backed up data is limited to appropriate
personnel.

Inquired of the control owner and ascertained access to the
backed up data was limited to appropriate personnel.

No deviations noted.

Inspected the job titles of personnel with access to the backed
up data for a sample of OKM clusters and ascertained they
were appropriate.

No deviations noted.

Documented incident response policies and procedures
are in place to guide personnel in server and network
outage response, escalation, and resolution activities.

Inquired of the control owner and ascertained documented
incident response policies and procedures were in place to
guide personnel in server and network outage response,
escalation, and resolution activities.

No deviations noted.

Inspected the incident response policies and procedures and
ascertained they were in place to guide personnel in server and
network outage response, escalation, and resolution activities.

No deviations noted.

Documented standard build procedures are utilized for
creation, installation and maintenance of production
servers. In addition, a configuration management tool is
used to manage the servers consistently.

Inquired of the control owner and ascertained documented
standard build procedures were utilized for creation,
installation, and maintenance of production servers and a
configuration management tool was used to manage the
servers consistently.

No deviations noted.
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Results of Testing

Inspected the operating system build procedures document
and ascertained it detailed procedures relating to the creation,
installation, and maintenance of production servers.

No deviations noted.

Inspected the configuration files for a sample of customer
servers and ascertained a configuration management tool was
used to manage the servers.

No deviations noted.

Monitoring applications are used to monitor the network,
firewall devices and customer production servers for
performance and availability metrics.

Inquired of the control owner and ascertained the monitoring
applications were used to monitor the network, firewall devices
and customer production servers for performance and
availability metrics.

No deviations noted.

Inspected the monitoring tool dashboard and ascertained an
application was used to monitor the network.

No deviations noted.

Inspected the monitoring application configuration for a sample
of production servers and ascertained a monitoring application
was used to monitor customer production servers for
performance and availability metrics.

No deviations noted.

Inspected the monitoring application configuration for a sample
of firewall devices and ascertained a monitoring application
was used to monitor firewall devices for performance and
availability metrics.

No deviations noted.

Monitoring applications are configured to notify
appropriate personnel when predefined thresholds are
exceeded on monitored systems and devices.

Inquired of the control owner and ascertained monitoring
applications were configured to notify appropriate personnel
when predefined thresholds were exceeded on monitoring
systems and devices.

No deviations noted.
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Results of Testing

Controls Specified by Oracle

Testing Performed by EY

Inspected the monitoring application alert notification
configuration for a sample of production pods and ascertained
they were configured to trigger alerts based on predefined
performance and availability metrics.

No deviations noted.

Inspected the monitoring application alert notification
configuration for a sample of firewall devices and ascertained
firewall devices were configured to trigger alerts based on
predefined performance and availability metrics.

No deviations noted.

Inspected the list of users who have access to modify the alert
notification configuration setup and ascertained the users were
appropriate based on their job title and organization.

No deviations noted.

Inspected a sample email sent in response to a predefined
threshold being exceeded and ascertained the email was sent
to the appropriate email group.

No deviations noted.

Standard operating system patches are approved prior to
deployment. Emergency changes are required to have
approval documented within two business days.

Inquired of the control owner and ascertained standard
operating system patches were approved prior to deployment
and emergency changes were required to have approval
documented within two business days.

No deviations noted.

Inspected the patch management documentation for a sample
of patches deployed to production and ascertained standard
changes were approved prior to deployment and approval was

documented within two business days for emergency changes.

No deviations noted.
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Results of Testing

Controls Specified by Oracle

Antivirus software is deployed on the bastion servers to
detect and prevent the transmission of data or files that
contain virus signatures recognized by the antivirus
software. The antivirus software is configured to do the
following:

e Update antivirus definitions on at least a weekly
basis

e Scan the bastion servers on at least a weekly
basis as specified in the Oracle Public Cloud
Antivirus Standard.

Testing Performed by EY

Inquired of the control owner and ascertained antivirus
software was deployed on the bastion servers to detect and
prevent the transmission of data or files that contain virus
signatures recognized by the antivirus software. The antivirus
software was configured to do the following:

e Update antivirus definitions on at least a weekly basis

e Scan the bastion servers on at least a weekly basis as
specified in the Oracle Public Cloud Antivirus
Standard.

No deviations noted.

Inspected the antivirus configuration for a sample of bastion
servers and ascertained the scan for updates to antivirus
definitions was configured to run on at least a weekly basis.

No deviations noted.

Inspected the antivirus scan configuration for a sample of
bastion servers and ascertained the scan occurred on at least
a weekly basis and was configured to scan uploaded files.

No deviations noted.

Redundancy is built into the production environments to
allow failover to alternative equipment in the event of the
primary system failure.

Inquired of the control owner and ascertained redundancy was
built into the production environments to allow failover to
alternative equipment in the event of the primary system
failure.

No deviations noted.

Inspected the redundancy infrastructure configuration for a
sample of production pods and ascertained redundancy was
built into the production environment to allow failover to
alternative equipment in the event of the primary system
failure.

No deviations noted.

Backups are performed for the mid-tier on a predefined
schedule as specified in the procedure documents
managed by the service.

Inquired of the control owner and ascertained backups were
performed for the mid-tier on a predefined schedule specified in
the procedure documents managed by the service.

No deviations noted.
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Controls Specified by Oracle Testing Performed by EY Results of Testing

Inspected the backup script cronjob for a sample of production | No deviations noted.
pods and ascertained the script was configured to perform
backups in accordance with the defined backup policy.

Inspected the monitoring application configuration for a sample | No deviations noted.
of customer pods and ascertained a monitoring application was
configured to raise tickets for failed backup jobs.
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CONTROL OBJECTIVE 5 - NETWORK MANAGEMENT

Control activities provide reasonable assurance that data maintains its security as it is transmitted between third parties and the service organization.

Controls Specified by Oracle

Documented data communications policies and
procedures are in place to guide personnel in areas that
include the following:

o Network device security
o Network device logging and monitoring
¢ Incident reporting and response

¢ Remote access administration

Testing Performed by EY

Inquired of the control owner and ascertained documented data
communications policies and procedures were in place to guide
personnel in areas that included:

o Network device security
o Network device logging and monitoring
¢ Incident reporting and response

e Remote access administration

Results of Testing

No deviations noted.

Inspected the documented data communications policies and
procedures and ascertained they were in place to guide
personnel in areas that included:

o Network device security
o Network device logging and monitoring
e Incident reporting and response

e Remote access administration

No deviations noted.

Firewall systems are in place to filter unauthorized
inbound network traffic from the Internet.

Inquired of the control owner and ascertained firewall systems
were in place to filter unauthorized inbound network traffic from
the internet.

No deviations noted.

Inspected the configuration for a sample of firewalls and
ascertained a firewall was in place to filter unauthorized
inbound network traffic.

No deviations noted.
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Controls Specified by Oracle

The firewall systems are configured to deny any type of
network connection that is not explicitly authorized by a
firewall rule.

Testing Performed by EY

Inquired of the control owner and ascertained the firewall
systems were configured to deny network connections that
were not explicitly authorized by a firewall rule.

Results of Testing

No deviations noted.

Inspected the firewall configuration for a sample of firewall
devices and ascertained they were configured to deny traffic
unless explicitly authorized by a firewall rule.

No deviations noted.

Network address translation (NAT) functionality of the
firewall system is configured to manage internal IP
addresses.

Inquired of the control owner and ascertained network address
translation (NAT) functionality of the firewall system was
configured to manage internal IP addresses.

No deviations noted.

Inspected the firewall configuration for a sample of firewall
devices and ascertained network address translation (NAT)
functionality was configured on the firewall to manage internal
IP addresses.

No deviations noted.

Administrator access within the firewall systems is
restricted to user accounts accessible by authorized IT
operations personnel.

Inquired of the control owner and ascertained administrator
access within the firewall systems was restricted to user
accounts accessible by authorized IT operations personnel.

No deviations noted.

Inspected the employee directory for a sample of users with
administrator access and ascertained administrator access
within the firewall systems was restricted to appropriate IT
operations personnel.

No deviations noted.

The firewall systems are configured to log activity
including the following:

e Account logon events
e Source address

e Destination address

Inquired of the control owner and ascertained the firewall
systems were configured to log activities that included:

e Account logon events
e Source address

e Destination address

No deviations noted.
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Controls Specified by Oracle

Testing Performed by EY

Inspected the firewall configuration for a sample of firewalls
and ascertained syslog was enabled.

Results of Testing

No deviations noted.

Firewall configuration change requests are approved in
accordance with the Change Management Policy.

Inquired of the control owner and ascertained IT management
approved firewall configuration change requests prior to
implementation.

No deviations noted.
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Controls Specified by Oracle Testing Performed by EY Results of Testing

Inspected the firewall configuration tickets for a sample of Deviation Noted.
firewall configuration changes and ascertained the changes
were approved in accordance with the Change Management
Policy.

For one (1) of 25 changes
sampled for testing, the
change approval was not
documented timely in
accordance with the
Change Management
Policy.

Management Response:

The identified change

was an emergency change
that was reviewed in
person with the responsible
manager. The change was
time sensitive, not
customer facing, and
assessed as low risk and
was verbally approved per
emergency change
management procedures.
The approval was
documented, however,
outside of the expected
two-day time frame to
document changes per the
emergency change
management procedures.

An intrusion detection system (IDS) is in place to analyze | Inquired of the control owner and ascertained an intrusion No deviations noted
network device logs and report possible or actual network | detection system (IDS) was in place to analyze network device
security breaches. logs and report possible or actual network security breaches.

ORACLE CONFIDENTIAL 65 of 69





ORACLE

Controls Specified by Oracle

Testing Performed by EY

Inspected the network architecture diagram and ascertained an
IDS was in place to analyze network device logs and report
possible or actual network security breaches.

Results of Testing

No deviations noted

Inspected the IDS central console configurations for IDS
sensors in place for a sample of production pods and
ascertained an IDS was in place to analyze network device
logs and report possible or actual network security breaches.

No deviations noted

Inspected the list of users who can modify IDS configurations
and ascertained they were members of the Cloud Operations
team.

No deviations noted

An intrusion detection system (IDS) is configured to log
network events to the SIEM.

Inquired of the control owner and ascertained an IDS was
configured to log network events to the SIEM.

No deviations noted

Inspected the IDS sensor configuration for a sample of pods
and ascertained the IDS was configured to log network events
to the SIEM.

No deviations noted

An encrypted VPN is required for remote access to the
production environment to help ensure the security and
integrity of the data passing over the public network.

Inquired of the control owner and ascertained an encrypted
VPN was required for remote access to the production
environment to help ensure the security and integrity of the
data passing over the public network.

No deviations noted

Inspected the OCNA VPN configuration and ascertained
remote access to the production environment was encrypted.

No deviations noted

Observed a user attempt to access a bastion in the production
environment without being authenticated to the OCNA VPN
and ascertained the user's access was denied.

No deviations noted
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Results of Testing

Observed a user's successful authentication to a bastion in the
production environment using two-factor authentication after
being connected to the OCNA VPN.

No deviations noted

Inspected the configurations for a sample of bastions and
ascertained connection to the production environment was
configured to require OCNA VPN connection.

No deviations noted

Web servers utilize TLS encryption for web
communication sessions.

Inquired of the control owner and ascertained web servers
utilized TLS encryption for web communication sessions.

No deviations noted

Inspected the TLS certificate for a sample of colocation
domains and ascertained connections to web servers were
configured to utilize TLS encryption for web communication
sessions.

No deviations noted

A vulnerability scan tool is configured to run external
vulnerability scans of the production environment on at
least a weekly basis.

Inquired of the control owner and ascertained a vulnerability
scan tool was configured to run vulnerability scans of the
production environment on a weekly basis.

No deviations noted

Inspected the vulnerability scan configuration for a sample of
colocations and ascertained a vulnerability tool was configured
to run external vulnerability scans on at least a weekly basis.

No deviations noted

Inspected the weekly vulnerability scan reports for a sample of
colocations and ascertained the vulnerability scans ran.

No deviations noted

Inspected the monitoring documentation sample of months
relating to vulnerabilities identified by the external vulnerability
scans and ascertained vulnerabilities were tracked and
monitored.

No deviations noted
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Controls Specified by Oracle

A third-party vendor performs an external penetration
assessment on an annual basis.

Testing Performed by EY

Inquired of the control owner and ascertained a third-party
vendor performed an external penetration assessment on an
annual basis.

Results of Testing

No deviations noted

Inspected the third-party penetration assessment on an
application release and ascertained a third-party vendor

performed an external penetration assessment within the year.

No deviations noted

Inspected the internal ticketing system for vulnerabilities
identified as part of the third-party penetration assessment on
an application release and ascertained the vulnerabilities were
resolved or being tracked and monitored.

No deviations noted

A ticketing system is utilized to manage, track, and
respond to system and network problems and incidents
identified by customers.

Inquired of the control owner and ascertained a ticketing
system was utilized to manage, track, and respond to system
and network problems and incidents identified by customers.

No deviations noted

Inspected the incident tickets for a sample of customer-
identified incidents and ascertained a ticketing system was
utilized to manage, track, and respond to system and network
problems and incidents identified by customers in accordance
with the SLA.

No deviations noted

Oracle Cloud Service Center (OCSC) personnel are
staffed 24 hours per day to monitor alerts.

Inquired of the control owner and ascertained Oracle Cloud
Service Center (OCSC) personnel were staffed 24 hours per
day to monitor alerts.

No deviations noted

Inspected the OCSC personnel schedule for a sample of days
and ascertained OCSC personnel were staffed 24 hours per
day to monitor alerts.

No deviations noted
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Results of Testing

Controls Specified by Oracle

On a monthly basis, vulnerabilities identified as part of
vulnerability scans and external penetration tests are
reported to the Executive Vice President of Applications
Development to track the vulnerabilities through
resolution.

Testing Performed by EY

Inquired of control owner and ascertained on a monthly basis,
vulnerabilities identified as part of vulnerability scans and
external penetration tests were reported to the Executive Vice
President of Applications Development to track the
vulnerabilities through resolution.

No deviations noted

Inspected the meeting minutes for a sample of months and
ascertained vulnerabilities identified in the vulnerability scans
and external penetration tests were reported to Executive Vice
President of Application Development to track the
vulnerabilities through resolution.

No deviations noted
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